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Nir Noyman

CEO & Founder of EHS-CYBER company.
Serves as a consultant to a variety of companies Iin

the field of cyber security, including Maptagon group.

30+ years of leadership under the Prime Minister
office and Homeland & Cyber Security community in
the technology division.
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@ﬂ Market Span

S90
Billion

SMBs to be spent on cyber
security by 2025

$1.75
Trillion

cumulative will be spent on
global cyber security

S34
Billion

Cyber insurance market

O

+

O

+

The Cyber Challenges

{é} Potential Damage

$10.5
Trillion

Cybercrime cost

S$265
Billion

Global ransomware damage

Every 2
Seconds

a ransomware attack occurs

O

*

©)

;j Business challenges

-
200 *

Zettabytes

of data to be protected by 2050

S3.5 «
Million

unfilled jobs expected by 2025

$7.5 i
Billion

of the world population projected to be
using the internet by 2030
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Defense vs. Cyber Attack
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Agaba Hazardous Materials Event 27.06.2022
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G| & Cyber israel
Critical Manufacturing

Reducing Cyber Energy
Risks for Industrial
Control Systems (ICS) Water and Wastewater

Professional Supplementary Document
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Emergency Services

Dams
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Materials

Critical infrastructure

ICS/SCADA threats and
threat actors
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February 2021, Texas power outage
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Colonial Pipeline ransomware attack
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Attacking medical devices

Israeli Hospitals Under Barrage of
Ransomware Attacks, Hillel Yaffe
Paralyzed

By David Israel - 11 Heshvan 5782 - October 17, 2021
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Attack on gas infrastructure in Saudi Arabia




Water infrastructure

May 2020 — Massive Attack on industrial Hacker tries to poison water supply

of Florlda city

8 February 2021

facilities including chlorine facilities https.//www.bbc.com/news/world-us-canada-55989843

control systems in Israel water supply
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Me being prepared for 2023

SAFETY ROPE - WHEN
OTHER SYSTEMS FAIL

HIGH-VOLUME "WHO A"

BIRD CAGE MASK
AND SAFETY 6O6GGLES

100° REAR VIEW MIRROR

HEAD LIGHTS —

PRESCRIPTION SAFETY o
GOGGLES TO ENSURE
HORSE' S 600D VISION
" (
GRAB-RAIL

SAFETY SWITCHES & "HOT LINE"
TO INSURANCE COMP ANY

STEEL-TOED STIRRUPS

FLIP-DOWN
SUN GLASSES

- A )
<~““\\"\“‘ 'Ilg?.;\\""@.“‘m

SAFETY NET 3
ALL AROUND \\\\k‘\ ' .; \\1 )
N

.m
4 WHEELS
TO KEEP HORSE
UPRIGHT IN CASE
HE SLIPS -
HENCE NOT

ENDANGERING
THE RIDER

‘\\ ‘

vu

,\'

\p:

ROLL BAR

WY

HARD HAT WITH WIDE BRIM
& EARPROTECTORS

PADDED - BACK SEAT
& HEAD RESTRAINT
BACK-UP LICHTS
TAIL LIGHTS & DIRECTION LIGHTS
SHOULDER HARNESS

AUTOMATIC AIR-FILLED
CHEST PROTECTOR

MAPS, IF YOU GET LOST

& CHECK LIST BEFORE RIDING
BLVE-TAIL FLY REPELLENT
SEAT BELT
SELF STARTER (ACCESSORY)

KNEEPADS (JUST IN CASE)
’ & QUILTED PANTS

v g “\""Aya.ﬁv:-)
0'1

“.t)’\"\‘ '/”/4 "/ ’j EP.A

EMISSIONS

CONTROL
SYSTEM

l

NON-SKID SPARK SUPPRESSORS

Cowboy after O.S.H.A

Figure 1.4 The "OSHA Cowboy” as first depicted by J.N. Devin in 1972,




TOON PENTERA

money should | budﬂei'
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A supply chain event




Integrated EHS & Cyber risk assessment
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Undesired event:
Major Leak
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Production involving HAZMAT
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Hazardous Materials
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NN 1300

H1 ACUTE TOXIC - Category 1, all exposure
routes
HZ2 ACUTE TOXIC
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Category 3, inhalation exposure route
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TOXICITY - SINGLE EXPOSURE STOT SE
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M0 1300

P1a EXPLOSIVES (8 mwin)

- Unstable explosives or

- Explosives, Division 11, 1.2, 13,15 or 1.6,
ar
Substances or mixtures having
explosive properties and do not belong
to the hazard classes Organic peroxides
or Self-reactive substances and
mixtures, Type C, D, E or F or organic
peroxides, Type C, D, E or F

P1b EXPLOSIVES (8 mvi)

Explosives, Division 1.4

PZ FLAMMABLE GASES

Flammable gases, Category 1 or 2

P3a FLAMMABLE AEROSOLS (11.1 mwi)

‘Flammable’ aerosols Category 1or 2,

containing flammable gases Category 1 or

2 or flammable liquids Category 1

P3b FLAMMABLE AEROSOLS (111 mwi]

‘Flammable’ aerosols Category 1or £, not

containing flammable gases Cateqgory 1 or

2 nor flammable liquids category 1

(1.2 mwn)
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SCADA functionalities involving HAZMAT processes
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PROCESS SAFETY

Deploying EHS alerts and protection

Community
Emergencyresponse

Plant
Emergencyresponse

uojied|yw

Passive protection
(e.g. Bund/Dike)

&
: Chemical=A
éuu) i @__ Matenal =B
Pressure =

SafetyInstrumented System

/"
3 T - Temp.=Y
< : e
o \ Operator Intervention v -
= Alarm
' I\ .
o rFrEPD r Iy
3 \ v —— s
Process Control 7% Z
Loop 7 Z
< T
- e

Process value Process Design




Cyber defense layers cutaway

POLICIES,
PROCEDURES
& AWARENESS

PHYSICAL

PERIMETER
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Cyber Security Protection Relative to
Organization Size

VR

. Minimal tono HIGH
se_curlty MEENUIEES Risk
= High exposure to
vulnerabilities &
attacks
= Minimal or no
preparedness

Resources

Finance
Knowledge
Human resources

| % ENTERPRISE
* Risk relatively mitigated via
CISO & cyber security measures

Medium to high level of
preparedness
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Some SMB Cyber Security Statistics

43% 20% 52% 51%

No No No in-
security endpoint house security

plan security security Q@ resources
IT in place

No cyber

Cyber Security Gaps

83% 91% 60%

Unprepared
for
recovery

Without Once
cyber attacked,
insurance | will close
within 6
months

Financial Preparedness &
Implications

43% | 66%

Incide
in the

Faced Faced at
data least one
breaches incident

Data Breaches & Cyber
Incidents Annually
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Current Cyber Security Market

Advanced Theeat Prosection
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What are odr
vulnerabilities

i

P

Internal & ) sy
external 4
threats
Available resources?
o Finance
: « Knowledge
Regulation « Human resources
Client mandated
Risk ISO27001
assessment

GDPR

The Pain

Environmental factors

Do we
have a
Work

Are we prepared
for a cyber
incident?

Ongoing security
controls

Implementing and
reducing risks

Finding relevant cyber
technologies or
consultants
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Typical Cyber Process Implementation
o

High Risk

Highly segmented process

Lacking continuity

No universal standard or structure for risk
assessment & reporting processes

One-time summary report is the outcome.

Essentially “yesterday’s news”

Following the risk assessment,
SMB organizations are left on their own

1-3
YEARS

Implementation
Phase

Cyber
Technologies

Risk
Assessment

':|2
&Y Performance

timetable

(in months)

Cyber Manual Adhering
to the cybersecurity
requirements of a toxins
permit



The Supply Chain Weakness

- o }
- ) -

D Y Q.

Weakest link defines entire Enterprises & governments are

) _ No mapping or continuous
protection envelope at risk because of links to SMBs PPINg

monitoring of the supply chain
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World's Biggest Data Breaches & Hacks

Epik e

T-Mobile

Twitch @

Thailand
visitors
100,000,000

Experian

razil i
220.000.000 FacebOOk - Syn lverse
533,000,000

VW

/

Microsoft Pakistani
250,000,000 mobile

operators
115,000,000

Dubsmash
162,000,000

Canva
30.000,000

2020

Soncs {...t‘ Indian
Animcse T citizens OXYDGTG
8fit Capital Facebook 275,000,000 380,000,000
f.:j m?;‘fm 420,000,000 Wawa
2019 [guun & | Sharethis ‘ YouNow

TicketFly

MyFitnessPal

150,000,000

SKY
Brasil

Chinese
resume

leak
202,000,000

Quora
100,000,000

MyHeritage

Twitter
330,000,000

LocalBlox '

2018 ey .
- . °
Google+ Nametests \,
e . 120,000,000 ,/A

https://ediscoverytoday.com//sdnert-ytirucesrebyc-skcah-dna-sehcaerb-atad-tseggib-sdirow/2022/06/15
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Houston, we have a problem
IN the supply chain

A
GARMIN.

solarwinds

&P Codecov

2020 2020

250+ organizations Millions disconnected
impacted from online services

@& TOYOTA

2021

Codecov supply chain
attack - hundreds of
clients were
compromised

Schneider
é?EIectric

2021 2022

33% of global Toyota
production stopped

Ransom of $70 million
to 1000+ organizations

2022

Attacks against US
SCADA/ICS infrastructure



Holistic & Continuous Solution

Current Situation The requested solution

Services

% meptagon

group




Cybersecurity

Cyber Risks
Dashboard .

Dynamic, Real Time
& Multi Sensing




Top Trends In Cybersecurity, 2022

Trend No. 3

Digital supply chain risk

Gartner predicts that by 2025, 45% of organizations
worldwide will have experienced attacks on their
software supply chains, a three-fold increase from 2021.

Attack surface Identity system

expansion defense

Cybersecurity

mesh decisions

Gartner

Trend No. 4

Vendor consolidation

Security products are converging. Vendors are
consolidating security functions into single platforms and
introducing pricing and licensing options to make
packaged solutions more attractive.

Digital supply Vendor
chain risk

consolidation

07

Distributed Beyond

awareness

Trend No. 6

Distributed decisions

Executive leaders need a fast and agile cybersecurity
function to support digital business priorities.
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The Requested Solution

A Comprehensive
Ongoing Cyber
Security /
Management
Platform




The Eco-System

SMB & Company

Undergoing Review

v/ SMB organization required to undergo cyber
security risk assessment

ENTERPRISE

Super clients require cyber security risk
assessment to conduct business with
suppliers, insurance providers & market
rating organization

&
o
s

Pen Testing, Security Testing
& Rating

Ongoing reviews, maintenance, reporting & taring

\\

: M
Cyber Security Risk
Assessors

Internal/external function providing one
time & ongoing security review

Cyber Security
Technologies & Vendors

Technologies manufacturers & integrators
providing solutions based on risk
assessment outcome
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Management Control Platform
05

Proactivity.
Continual

Improvement

ssuodsay WwepRYl

01

Risk Assessment
Review Current Situation

04

Continuous
Maintenance

Cyber Risks
Dashboard .

Dynamic, Real Time
& Multi Sensing

o3 A ”

Performance. Rating.
Validation /

Authentication

02

Cyber Technologies
Mitigation, Protection & Alerts

group




Management Control Platform

01

Risk Assessment
Review Current
Situation

02

Cyber
Technologies
Mitigation,
Protection & Alerts

03

Performance.
Rating. Validation /
Authentication

04

Continuous
Maintenance

05

Proactivity.
Continual
Improvement
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The Solution for the Supply Chain

A
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aaaaaaaaaa

Dynamic, Real Time

,,,,,,,,,,
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Thank You
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