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$265
Billion
Global ransomware damage

$90
Billion
SMBs to be spent on cyber 
security by 2025

$34 
Billion
Cyber insurance market 

Market Span

$10.5
Trillion
Cybercrime cost

Potential Damage

Every 2
Seconds
a ransomware attack occurs

Business challenges

$1.75 
Trillion
cumulative will be spent on 
global cyber security

200
Zettabytes
of data to be protected by 2050

$3.5
Million
unfilled jobs expected by 2025

$7.5
Billion
of the world population projected to be 
using the internet by 2030

The Cyber Challenges



Who Wins?

Defense vs. Cyber Attack



Aqaba Hazardous Materials Event  27.06.2022



Aqaba Hazardous Materials Event  27.06.2022





February 2021, Texas power outage



Colonial Pipeline ransomware attack

https://nsarchive.gwu.edu/briefing-book/cyber-vault/ 2021-05-12ton/-llird-gnimosnar-nacirema-ytiruces



Attacking medical devices



Attack on gas infrastructure in Saudi Arabia



Water infrastructure

May 2020 – Massive Attack on industrial 

control systems in Israel water supply 

facilities including chlorine facilities https://www.bbc.com/news/world-us-canada-55989843



C.I.A.S

RISKS

Safety

Confidentiality

Integrity

Availability



Me being prepared for 2023

2023





A supply chain event

or maybe there are more?



Integrated EHS & Cyber risk assessment

or maybe there are more?





Ammonia tank location

roads

PAC3

PAC2



Production involving HAZMAT 

and/or HAZMAT storage & transport



Hazardous Materials



SCADA functionalities involving HAZMAT processes



Deploying EHS alerts and protection



Cyber defense layers cutaway



Cyber Security Protection Relative to 

Organization Size

SMB

ENTERPRISE

▪ Risk relatively mitigated via 
CISO & cyber security measures

▪ Medium to high level of 
preparedness

▪ Minimal to no 
security measures

▪ High exposure to 
vulnerabilities & 
attacks

▪ Minimal or no 
preparedness

HIGH
Risk

HIGH
Security

Resources

Finance
Knowledge

Human resources



Some SMB Cyber Security Statistics

Cyber Security Gaps

No 
security 

plan

No 
endpoint 
security

No in-
house 

security 
IT

No cyber
security 

resources 
in place

Financial Preparedness & 
Implications

83%
Unprepared 

for 
recovery

91% 60%

Once 
attacked, 
will close 
within 6 
months

Data Breaches & Cyber 
Incidents Annually

43% 66% 75%

Faced
data 

breaches

Faced at 
least one 
incident

Incidents 
in the US

Without 
cyber 

insurance

43% 20% 52% 51%



Current Cyber Security Market

Who?

Why?

What?

How?

Cost? 



The Pain

SMB

Internal & 

external 

threats Cyber Attacks

Regulation

What are our 

vulnerabilities

Risk 

assessment

Environmental factors

Client mandated

GDPR

ISO27001 Do we 

have a 

work 

plan

Implementing and 

reducing risks

Ongoing security 

controls

Are we prepared 

for a cyber 

incident?

Finding relevant cyber 

technologies or 

consultants

Available resources?
• Finance
• Knowledge
• Human resources



Typical Cyber Process Implementation

● Highly segmented process

● Lacking continuity

● No universal standard or structure for risk 

assessment & reporting processes 

● One-time summary report is the outcome. 

Essentially “yesterday’s news”

● Following the risk assessment, 

SMB organizations are left on their own

1- 3  
YEARS

Risk 

Assessment

Cyber 

Technologies 

Implementation 

Phase

High Risk

Cyber Manual Adhering 
to the cybersecurity 
requirements of a toxins 
permit 



The Supply Chain Weakness

Enterprises & governments are 
at risk because of links to SMBs

No mapping or continuous 
monitoring of the supply chain

Weakest link defines entire 
protection envelope



World’s Biggest Data Breaches & Hacks

https://ediscoverytoday.com/ 2022/06/15sdlrow/-tseggib-atad-sehcaerb-dna-skcah-ytirucesrebyc-sdnert/



Houston, we have a problem

in the supply chain

2021 

Ransom of $70 million 

to 1000+ organizations 

2020 

250+ organizations 

impacted

2021 

Codecov supply chain 

attack - hundreds of 

clients were 

compromised

2022

33% of global Toyota 

production stopped

2020

Millions disconnected 

from online services

2022

Attacks against US 

SCADA/ICS infrastructure



Holistic & Continuous Solution

Products & 
Technologies

Services

Current Situation The requested solution



Gaps in Cybersecurity

Information leakage

Very high



Top Trends in Cybersecurity, 2022

Digital supply chain risk

Gartner predicts that by 2025, 45% of organizations 

worldwide will have experienced attacks on their 

software supply chains, a three-fold increase from 2021.

Vendor consolidation

Security products are converging. Vendors are 

consolidating security functions into single platforms and 

introducing pricing and licensing options to make 

packaged solutions more attractive.

Distributed decisions 

Executive leaders need a fast and agile cybersecurity 

function to support digital business priorities.

Trend No. 3 Trend No. 4 Trend No. 6



The Requested Solution

A Comprehensive 

Ongoing Cyber 

Security 

Management 

Platform



The Eco-System

Cyber Security 

Technologies & Vendors

Technologies manufacturers & integrators 

providing solutions based on risk 

assessment outcome

ENTERPRISE

Super clients require cyber security risk 

assessment to conduct business with 

suppliers, insurance providers & market 

rating organization

Pen Testing, Security Testing 

& Rating
Ongoing reviews, maintenance, reporting & taring

SMB & Company 

Undergoing Review

SMB organization required to undergo cyber 

security risk assessment

Cyber Security Risk 

Assessors
Internal/external function providing one 

time & ongoing security review



Management Control Platform

Risk Assessment
Review Current Situation

Cyber Technologies
Mitigation, Protection & Alerts

Performance. Rating. 
Validation / 
Authentication

Continuous 
Maintenance 

Proactivity. 
Continual 
Improvement



Management Control Platform

Risk Assessment

Review Current 

Situation

Cyber 

Technologies

Mitigation, 

Protection & Alerts

Performance. 

Rating. Validation / 

Authentication

Continuous 

Maintenance 

Proactivity. 

Continual 

Improvement



The Solution for the Supply Chain 

ENTERPRISE



Thank You 


