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Can we trust our senses?



Why should we Care?
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We like our fun Nicholas Cage videos
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8Why should we Care?

Impersonation and falsification 
of media is dangerous!

April 2022
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9Why should we Care?

Impersonation and falsification 
of media is dangerous!

Social Engineering is the most common attack vector 
(humans are the often the weakest link!)
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What is a Deepfake?

[1] Mirsky Y, Lee W. The creation and detection of deepfakes: A survey. ACM Computing Surveys (CSUR). 2021 Jan 2;54(1):1-41.

Deep learning Synthetic

“Any believable media generated by a deep neural network” [1]

 Video (faces, surveillance, ...)

 Images (scenes, medical, ...)

 Audio (voice, music, ...)

 Records (financial, logs, ...)
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Deepfake Information Trust Chart
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III. Entertainment

I. Hoax

IV. Trusted

II. Propaganda
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Truth

Scams & Fraud:
Trickery via impersonaiton, falsifying 

audit records, generating artwork, …

Tampering of Evidence:
Medical, forensic, court, …

Harming Credibility:
Revenge porn, political sabotage via 

generated videos or articles, …

Altering Published Movies:
Memes, comedy, satire, …

Editing & Special Effects:
Generating actors in movies, …

Art & Demonstration:
Animating dead characters, generated 

portraits, technology demos,  …

Authentic Content:
Credible Multimedia / Data 

Misdirection
Generated discourse to amplify 

events / facts, …

Political Warfare:
Tone change of articles, content 

loosely based on facts, conspiracy…

Corruption:
Increased xenophobia, …

https://www.engadget.com/lucasfil
m-hires-shamook-054904077.html

https://www.theverge.com/20
19/5/10/18540953/salvador-
dali-lives-deepfake-museum

https://shunsuke
saito.github.io/P
IFuHD/

https://www.businessinsider.co

m/video-boris-johnson-

endorses-jeremy-corbyn-in-

convincing-deepfake-2019-11

https://www.engadget.com/n

etherlands-deepfake-video-

chat-navalny-212606049.html

https://www.motherjo

nes.com/politics/2019

/03/deepfake-gabon-

ali-bongo/

https://www.wired.com/story/z

elensky-deepfake-facebook-

twitter-playbook/

https://www.technologyreview.
com/2021/02/12/1018222/deepf
ake-revenge-porn-coming-ban/

https://www.forbes.com/sites/jess

edamiani/2019/09/03/a-voice-

deepfake-was-used-to-scam-a-

ceo-out-of-

243000/?sh=665c7f9d2241

https://deepai.org/
machine-learning-
model/torch-srgan
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Malicious Use of “human” Deepfakes

 Goals - chronological:

 Perform defamation

 Blackmail, abuse (e.g., DF pornography)

 Spread misinformation

 Steal Money (Scams -abuse inherent trust)

 Obtain Information (Social Engineering)

 Cause an action (e.g., worker flip switch)

 Tampering of evidence 
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Threat Actors:

 state actor

 employee

 ...anybody

Dr. Yisroel Mirsky

We are here

Old news

Emerging 

threats
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When did it all start?

 2014: Ian Goodfellow develops GANs

 2017: Reddit user ‘Deepfakes’ swaps faces of women in explicit videos

 2018: BuzzFeed demonstrated misinformation risk with Obama video

 2019 – Today: Rapid development of deepfakes...

13

2014 2015 2016 2017 2021… 2022
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2018



Deepfake

Faces
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Deepfake Faces

Deepfakes of Humans

𝑠: source identity, 𝑡: target  identity

𝑥𝑠: source image, 𝑥𝑡: target image,  𝑥𝑔: generated image 

Four categories:

 Re-enactment

 Replacement

 Editing

 Synthesis

Dr. Yisroel Mirsky
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Deepfake Faces

Deepfakes of Humans

Re-enactment

16

(dubbing)

(face or body)
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Generated 𝑥𝑔



Deepfake Faces

Deepfakes of Humans

Replacement
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(dubbing)

(face or body)
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Generated 𝑥𝑔

Drives:



Deepfake Faces

Deepfakes of Humans

Editing
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Generated 𝑥𝑔



Deepfake Faces

Deepfakes of Humans

Synthesis

19

Thispersondoesnotexist.com
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We will focus on Re-enactment and Replacement
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Facial Re-enactment & Replacement

A real threat...



Deepfake Faces

DF Creation Basics: The pipeline

21
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Pipeline varies depending on the scope of 𝑥𝑔
′ (whole scene, head, or just face)



Deepfake Faces

Basic Architectures
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
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1. Let 𝑀 learn the mapping itself from a direct representation

Example Model:

𝑥𝑠 𝑒𝑠

𝑥𝑔
𝑡

𝑥𝑔
𝑠

𝐷𝑒𝑎

𝑥𝑡 𝑒𝑡

𝐸𝑛𝑠

𝐷𝑒𝑏𝐸𝑛𝑡

Train
Execute



Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
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2. Train 𝐸𝑛 to disentangle identity from expression, then

modify/swap encoding before 𝐷𝑒

Example Model:

𝑥 𝐸𝑛 𝑒 𝐷𝑒 𝑥𝑔

VAE

...

...

Train

𝑥𝑡

𝐸𝑛
𝑒 𝐷𝑒 𝑥𝑔

𝑥𝑠

𝐸𝑛

Execute
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
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3. Add additional encoding (e.g., AU, LANDMARK, embedding) before 𝐷𝑒

Example Model:

𝑥𝑡 𝐼

𝑃𝑥𝑠

𝑒𝑡

𝑝𝑠

𝐷𝑒
𝑥𝑔

Inner activation of 
FaceVGG

Face landmark 
predictor (normalized)

𝑥

𝐼

𝑃

𝑒𝑡

𝑝𝑠

𝐷𝑒 𝑥𝑔

Inner activation of 
FaceVGG

Face landmark predictor... ...

Train Execute



Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
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4. Convert intermediate representation to that of 𝑡 before 𝐺

Example Model:

𝑥 𝑝 𝐷𝑒 𝑥𝑔

Face landmark 
predictor

Train

𝑃 𝑥𝑠 𝑝𝑡 𝐷𝑒 𝑥𝑔

Face landmark 
predictor

Execute

𝑃 𝑇𝑡𝑝𝑠

E.g., trained in a self supervised manner to 
reconstruct landmark augmentations



Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
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5. Use optical flow (from previous/other frame) for video

Example Model:
Optical Flow measures the pixel-wise 
displacement between two frames

E.g., library OpenCV

Optical 
Flow 

Extractor

𝐷𝑒 𝑥𝑔

𝑥(𝑖−1)

𝑥(𝑖) 𝐸𝑛

Train (ED approach)



Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
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6. Create composite input from several representations, then

refine concatenation with another network (e.g., pix2pix)

Example Model: Dubbing

𝑥𝑡

𝑥𝑠

Execute

𝑥𝑠
′

𝑚
𝑃

Pose transformer

𝑇 𝑥𝑔

Ugly
Dafoe

Charming 
Dafoe

Refiner

Refiners are also used to blend 

face in and handle occlusions



Deepfake Faces

Example for Replacement/face swap

29
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The Most Popular face swap tool:

Deep Face Lab



Deepfake Faces

The Most Popular Face Replacement (one-to-one)

 Used by first Reddit deepfake, still used in tools like DeepFaceLab

 Shared 𝐸𝑛 means no image pairing in training!
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𝑥𝑠 𝑒𝑠
𝐷𝑒𝑠

𝐸𝑛
𝑥𝑡

𝑥𝑠
𝑓

𝑥𝑡
𝑓

OR

𝑒𝑡
𝐷𝑒𝑡

ො𝑥𝑠
𝑓

ො𝑥𝑡
𝑓

𝑥𝑡 𝑥𝑡
𝑓

𝐸𝑛 𝑒𝑡 𝐷𝑒𝑠 ො𝑥𝑔
𝑓

p 𝑥𝑔

Train Execute



Deepfake Faces 
Mouth Re-enactment (dubbing)

Attack Goals

31
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Misinformation

“Opposition leader bob is right!”

“Hey Joe, one which 
server do we keep 
the credentials?”

Social Engineering

“I hate <racist comment>”

“Turn off the firewall 

for 10 minutes, I’m 
doing some tests”

“Today TESLA stocks fell 10%”



Deepfake Faces 
Mouth Re-enactment (dubbing)

The Pipeline

32
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Extraction Pre-processing Generation Post-processing

𝑀

𝑥𝑠
𝑎

𝑥𝑠
𝑚

𝑥𝑡
𝑚 optional 

reference

𝑥𝑡 𝑥𝑡
𝑚

𝑙𝑠, 𝑙𝑡

𝑎𝑠

Target

Source 

(driver)



Deepfake Faces 
Mouth Re-enactment (dubbing)
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Examples (they pass the Turing Test!)

Vougioukas K., et al. Realistic Speech-Driven Facial Animation with GANs, 2019



Deepfake

Voices
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Deepfake Voices

Attack Goals

35

Dr. Yisroel Mirsky

Scams

“Mom, I need help!” “Transfer that 100k right away!”

Social 

Engineering

Authentication

“The levels are too low...” “What’s the IP of our portal?”

“Alexa, unlock front door”
“I’m Robert, send my new SIM to...”



Deepfake Voices
36

Dr. Yisroel Mirsky

2019 2021



Deepfake Voices
37

https://youtu.be/VnFC-s2nOtI

https://youtu.be/spg2NMoKYU8

Voice Cloning via TTS

Services

Requires: 10 minutes of audio



Deepfake Voices
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https://youtu.be/0fO7CBDMGNA

Voice Cloning via TTS

Services 

Are they used by attackers? Almost certainly

Many require accepting terms of use

“use only voices you have right to” 

Others will only train on a reading script

But... attacker could collect words from past 

recordings

Corridor 

digital



Deepfake Voices
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Jia Y, et al. Transfer Learning from Speaker Verification to Multispeaker Text-To-Speech Synthesis. 2019

Voice Cloning via TTS

Zero-shot (only 3 seconds!)

WaveNet

Attention is used to help network 
align sequence to audio



Deepfake Voices
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Jia Y, et al. Transfer Learning from Speaker Verification to Multispeaker Text-To-Speech Synthesis. 2019

Voice Cloning via TTS

Zero-shot (only 3 seconds!)

Fake and Real 
identities fall close in 
embedding space



Deepfake Voices
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Remember those money 
transfer scams?

Voice Cloning via TTS



Deepfakes in

Media Editing
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Deepfakes in Media Editing

DALL-E 2, Stable Diffusion, ...

 Can modify existing images too

43

https://openai.com/dall-e-2/

Original (1) (2)



Deepfakes in Media Editing

Inpainting

Definition: The task of filling in missing content

44
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Deepfakes in Media Editing

CT-GAN

45

Mirsky Y, et al. CT-GAN: Malicious Tampering of 3D Medical Imagery using Deep Learning. 2019







Deepfake

Defences
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Deepfake Defences
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Popular 

Techniques
Directed Approaches 

(Artifact-Specific)

Undirected Approaches

 Classification

 Anomaly Detection

ML focused on specific featuresML given all features
(learns own features)

Evaded with 
adversarial noise

Carlini, N. Et al. Evading Deepfake-Image 

Detectors with White- and Black-Box Attacks. 2020



Deepfake Defences
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2. Directed Approaches   (using ML on specific artifacts)

Seven types of Artifacts:

 Spatial 

1. Blending

2. Environment

3. Forensics

 Temporal

4. Behaviour

5. Physiology

6. Synchronization

7. Coherence

Concepts overlap with 
classical Forensics 

(edge+region)

Ciftci U, et al. FakeCatcher: Detection of Synthetic 
Portrait Videos using Biological Signals. 2020Li L. Et al. Face X-ray for More General Face 

Forgery Detection. 2020
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Marra F. Et al. Do GANs leave artificial fingerprints? 2018

Yu N, et al. Attributing Fake Images to GANs: Learning and Analyzing AN Fingerprints. 2019

2. Directed Approaches

2.3 Spatial – Forensics

GANs have Fingerprints!

CycleGAN

ProGAN

Residuals: 2 8                           32                       128                        512

𝑥𝑔

-Wavelet denoising
-High pass filter
-Weiner filter

ҧ𝑥𝑔

𝜎𝑔

Denoiser

Cleaned image 
(no noise)

Noise pattern (residual)



Deepfake Defences

Prevention

52
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1. Data Provenance

2. Counter Attacks

3. Cyber Security

4. Awareness



The Threat Horizon
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32 OAI Capabilities

1
Reconnaissance

2
Resource 

Development

3
Initial Access

4
Execution

5
Persistence

6
Privilege 

Escalation

7
Defense 
Evasion

8
Credential 

Access

9
Discovery

10
Lateral 

Movement

11
Collection

12
Command & 

Control

13
Exfiltration

14
Impact

A
tt

ac
k 

ad
ap

ta
ti

o
n

A
tt

ac
k 

co
o

rd
in

at
io

n

N
ex

t 
h

o
p

 t
ar

ge
ti

n
g

P
h

is
h

in
g 

ca
m

p
ai

gn
s

Po
in

t 
o

f 
en

tr
y 

d
et

ec
ti

o
n

R
ec

o
rd

 T
am

p
er

in
g

C
am

p
ai

gn
 P

la
n

n
in

g

M
al

w
ar

e 
O

b
fu

sc
at

io
n

Pe
rs

is
te

n
t 

B
ac

kd
o

o
rs

V
ir

tu
al

iz
at

io
n

 D
et

ec
ti

o
n

B
io

m
et

ri
c 

sp
o

o
fi

n
g

C
ac

h
e

 m
in

in
g

Im
p

lic
it

 k
ey

 lo
gg

in
g

Pa
ss

w
o

rd
 G

u
es

si
n

g

Si
d

e 
C

h
an

n
el

 M
in

in
g

M
in

in
g 

O
SI

N
T

M
o

d
el

 T
h

ef
t

Sp
yi

n
g

Im
p

e
rs

o
n

at
io

n

Pe
rs

o
n

a 
B

u
ild

in
g

Sp
ea

r 
P

h
is

h
in

g

Ta
rg

et
 S

el
ec

ti
o

n

Tr
ac

ki
n

g

C
o

ve
ri

n
g 

tr
ac

ks

Ev
ad

in
g 

H
ID

S

Ev
ad

in
g 

N
ID

S

Ev
ad

in
g 

In
si

d
er

 D
et

ec
ti

o
n

Ev
ad

in
g 

Em
ai

l F
ilt

er

Ex
fi

lt
ra

ti
o

n

P
ro

p
ag

at
io

n

Sc
an

n
in

g

V
u

ln
er

ab
ili

ty
 D

et
ec

ti
o

n
 

R
ev

er
se

 E
n

gi
n

ee
ri

n
g

Automation
Information 

Gathering

Credential 
Theft

Social 
Engineering

Campaign 
Resilience

Stealth
Exploit 

Development

MITRE ATT&CK 
Tactics (enterprise)

Mirsky et al. The Threat of Offensive AI to Organizations, 2022

Cyber Kill Chain



Threat Horizon

Survey Results

35 Industry+Academia

Top: SE – easy to achieve, 

most harm, hard to defeat, ...
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Mirsky et al. The Threat of Offensive AI to Organizations, 2022



Threat Horizon

What are they so afraid of?
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Real Time Deepfakes



Threat Horizon

The Threat To Companies

Bypasses all defences...
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The Threat To Critical Infrastructure

Hey Rob, ...
Yeah we keep the 

config files on 
server 23.345.54.3

Yeah, I can open it 
for you...

Get Information

Change setting

Turn on/off system

...



Threat Horizon

The Threat To Individuals
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Example RT-DF attack:
1. Find connection on facebook between A and B

2. Call A and clone voice from 3 second chat

3. Call B with A’s voice, read script

Automate the campaign... 

(could replace email phishing)

“Mom, I need help!”



Threat Horizon

Real Time Deepfakes
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Re-enactment Replacement Voice Cloning

Avatartify - First order motion model for image animation. NeurIPs
Metaphysics AGT 2022

StarGAN-VC – our online version

Re-enactment of a single photo!



What Can We Do?

 Existing solutions look for artifacts…

 But the quality of DFs will only get better!

Answer 1:  Better Data provenance 

Answer 2:  Awareness

Answer 3: Counter Attacks

60
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DF-CAPTHCA

A Turing Test on content generation

61
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Mirsky Y. DF-Captcha: A Deepfake Captcha for Preventing Fake Calls. arXiv preprint arXiv:2208.08524. 2022 Aug 17.

DFs breakdown when pushed beyond their design/capabilities



DF-CAPTCHA
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Looking for a Commercialization Partner!

Potential Products:

 Virtual Meeting Authentication

 Service/feature: validate participants in waiting room

 Smartphone Call Screening

 App: automatically validate incoming calls 

 Policy Enforcement

 App: forward calls that seem suspicious



Thank you!
Dr. Yisroel Mirsky
Head of the Offensive AI Research Lab

yisroel@bgu.ac.il
https://offensive-ai-lab.github.io/

https://offensive-ai-lab.github.io/
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