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The Common Deepfake




Can we trust our sensese




Why should we Care?¢

We like our fun Nicholas Cage videos
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Why should we Care?¢

Impersonation and falsification
of media is dangerous!
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Why should we Care?¢

Impersonation and falsification
of media is dangerous!

Social Engineering is the most common attack vector
(humans are the often the weakest link!)

Dr. Yisroel Mirsky



[1] Mirsky Y, Lee W. The creation and detection of deepfakes: A survey. ACM Computing Surveys (CSUR). 2021 Jan 2;54(1):1-41.

Intfroduction

What is a Deepfake?
—~ T~

Deep learning Synthetic
“Any believable media generated by a deep neural network” [1]

» Video (faces, surveillance, ...) M » Audio (voice, music, ...)

P = » Images (scenes, medical, ...) [f::\* » Records (financial, logs, ...)
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Intfroduction

Deepfake Information Trust Chart

hitps://www.engadget.com/n
etherlands-deepfake-video-
chatnavalny-212606049.htmi

hitps://www.wired.com/story/z
elensky-deepfake-facebook-
twitter-playbook/

|. Hoax

Tampering of Evidence:
Medical, forensic, court, ...

Il. Propaganda

Misdirection
Generated discourse to amplify
events / facts, ...

https://www.businessinsider.co
myvideo-boris-johnson-
endorses-jeremy-corbyn-in-
convincing-deepfake-2019-11

Scams & Fraud:

. L . . 1 . https://; fechnol iew.
Trickery via impersonaiton, falsifying Political Warfare. Com/2001/02/12/1018322, deep! [ —
audit records, generating artwork, ... Tone change of articles, content ake-revenge-porn-coming-ban/ frprai e
P . ali-bongo/
Harm|n Credlblllt . |Oose|y based on fact§, conspiracy... AVoice Deepfake Wa hitps:/ /www.forbes.comysites/jess
g y: Corruption: Used To Scam A CEO Out  edamion/2015/09/03/a-voice-
deepfake-was-used-fo-scam-a-

Revenge porn, political sabotage via
generated videos or articles, ...

lll. Entertainment
Altering Published Movies:

Memes, comedy, satire, ...

Increased xenophobia, ... Of $243,000 peaon .

V. Trusted

Authentic Content:
Credible Multimedia / Data

https://deepai.org/
machine-learning-
model/torch-srgan

Intention to mislead

Editing & Special Effects:

Generating actors in movies, ... https://shunsuke

saito.github.io/P
IFUHD/

https://www.theverge.com/20)
19/5/10/18540953/salvador-
dali-lives-deepfake-museum

Art & Demonstration:
Animating dead characters, generated
portraits, technology demos, ...

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1

v

Truth https://www.engadget.com/lucasfil
m-hires-shamook-054904077.html



Intfroduction

Malicious Use of “human” Deepfakes

» Goals - chronological:
Oldnews | » Perform defamation
» Blackmail, abuse (e.g., DF pornography)
» Spread misinformation

We are here
Steal Money (Scams -abuse inherent frust)

Emerging

threats Cause an action (e.g., worker flip switch)

>
» Obtain Information (Social Engineering)
>
>

Tampering of evidence

Dr. Yisroel Mirsky
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Threat Actors:

>
>
>

state actor
employee

...anybody




Intfroduction

When did it all start?

>

>
>
>

2014: lan Goodfellow develops GANs
2017: Reddit user ‘Deepfakes’ swaps faces of women in explicit videos
2018: BuzzFeed demonstrated misinformation risk with Obama video

2019 - Today: Rapid development of deepfakes...

Dr. Yisroel Mirsky




Deepfake
Faces
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Deepfake Faces

Deepfakes of Humans

o o Source x;
S: source identity, t: target identity }

Xs: source image, Xg. targetimage, X4: generated image
Four categories:
» Re-enactment

Replacement

>
» Edifing
» Synthesis

Dr. Yisroel Mirsky
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Deepfake Faces

Deepfakes of Humans

Re-enactment

Source X, Target X¢ Generated Xg

®: Always
O: Sometimes
Transfers:  Gaze =~ Mouth Expression Pose  Complete
_ Gaze ® O O
(dubbing) Mouth ® @) @
Expression (@) [ @
(face or body) Pose ® &

Identity
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Deepfake Faces

Deepfakes of Humans

Replacement

Generated xg

Source X, Target X

@®: Always
O: Sometimes

Drives:  Transfer  Swap
Gaze O
(dubbing) Mouth ]
Expression ®
(face or body) POSe
Identity o ®
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Deepfake Faces

Deepfakes of Humans
Edifing

Source X, Target X¢ Generated Xg

Hair Article Age Beaty Ethnicity
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Deepfake Faces

Deepfakes of Humans

Synthesis

Thispersondoesnotexist.com

We will focus on Re-enactment and Replacement



Facial Re-enactment & Replacement iNews

A real threat... Valentines.Day: O‘I.IIine romance 2 O
Mother 'used deepfake to frame fraud nearing an ‘industrial scale

cheerleading rivals' @ H as criminals embrace deepfake
technology

EXCLUSIVE

European MPs targeted by deepfake
video calls imitating Russian opposition

Nearly 9,000 victims of dating scams reported being targeted to police
last year and lost a total of 97.2m, figures show

Politicians from the UK, Latvia, Estonia and Lithuania tricked by
fake meetings with opposition figures

Romance fraud is nearing an ‘industrial scale’, experts have warned (Photo: Alamy)

. Singaporean man's face ends up in deepfake
Hackers reportedly deepfaked a Binance exec to porn after he refuses to pay hacker $5,800 yahoofnews

carry out listing scams e e _ s e

.
: o o : . -y Private
The scammers seemingly used Patrick Hillmann's media appearances to ape the chief comms officer's image.
Okay come, faster own up! Whose kid is this?! & I n d us tr y
'E’r‘::\;:Z‘e;d:;’h:r:"t:r::::ll‘:?‘ﬂ';y‘ll:;m;zz: R8F Hello . o %/ FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

used. AND DON'T ANYHOW GIVE OTHER PEOPLE'S
NUMBER OUT. @

ot 8RB, time to go wash my oyes. BT ROBRS s this your friend? 10 March 2021 The following information is being provided by the FBI, with no
@l;nsholl o al h c aly ah  whie d guarantees or warrantiesA, for potential use at_!he sol_e diwglion of
Video % 6aa ¥ rbosidé . Oh dedd god PIN Number recipients to protect against cyber threats. This data is provided to
August 23,2022 210310-001 help cyber security professionals and system admini guard
11:47 AM 0-0i against the persistent malicious actions of cyber actors. This PIN was
) coordinated with DHS-CISA.
=] f L 4 Please contact the FBI with
. any questions related to this This PIN has been released Subject to standard copyright
e | _-w Leomtherin 05304 Private Industry Notification rules, information may be distributed without restriction.
In this article: Think he anyhow give. SLENE at either your local Field
< near o Office 2o 2 »
“ ARNESTAEN, .'...:",4.'.,:.':7‘“ Malicious Actors Almost Certainly Will
Local Field Offices: 3
s Leverage Synthetic Content for Cyber and
offices Foreign Influence Operations

Dr. Yisroel Mirsky
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Deepfake Faces

DF Creation Basics: The pipeline

X¢ and/or X¢ Detect & Crop Intermediate Representation Generation Blending xg

:
«  teger . ~ P
., B =
. )
..

Landmarks/ Boundaries/ 3DMM
key points Skeleton Parameters

UV Map Depth Map

Driver and/or
Identify

Preprocessing Postprocessing

Pipeline varies depending on the scope of x; (whole scene, head, or just face)
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Deepfake Faces

Basic Architectures

RNN Encoder Decoder CycleGAN xb—’ Networks
|; 1, o m . \I:I/ " Generative

) X X e X X" —> b X C
X = 7 g : /E‘\i 7 Discriminator

1 '——’HU (1) . :/\ ~ : . .
x) LJ‘XQ Vanilla GAN :Jia __Xb pPiX2pix M "’@’

(2) Uz—bx(z) 1 L H -__J ___A >
X : 9 X _’@ Ia ba‘_ b C 1 y

: ’y _x «l——q X
z Xy~* g C X __.gb,

x<k>_g—>xgk> @ g <_ X! 9
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
1. Let M learn the mapping itself from a direct representation

Example Model: :
Train

Execute

xS—| EnSr e —De%~ Xg
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)

2. Train En to disentangle identity from expression, then
modify/swap encoding before De

Example Model:

frain Execute

@
HEEREER

Auapl l uojssaldxa
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
3. Add additional encoding (e.g., AU, LANDMARK, embedding) before De

Example Model:

Train Execute
Inner activation of Inner activation of
FaceVGG ' FaceVGG
I et Xe— | et
P—| De | x §
P Ds Xs P Ps
Face landmark predictor Face landmark

predictor (normalized)
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
4. Convert intermediate representation to that of t before G

Example Model:

Train Execute
x| P |p— P psaﬁpt De | x,
Face landmark Face landmark .'/
predictor predictor ‘\
M

E.g.. frained in a self supervised manner to
reconstruct landmark augmentations



Dr. Yisroel Mirsky

27

Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)
5. Use optical flow (from previous/other frame) for video

i , , Example Model:
Optical Flow measures the pixel-wise

displacement between two frames Train (ED approach)

. “9 De Xg \E
Opfical

Flow
Extractor

2D

E.g., library OpenCV
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Deepfake Faces

Six Ways to Drive a Face (DF Design Patterns)

6. Create composite input from several representations, then
refine concatenation with another network (e.g., pix2pix)

Example Model: Dubbing

Execute

Xs —— Xs T .
m =9 Refiner

Pose transformer
Xg

/
[

Charming
Dafoe

\ 4

-

\ Refiners are also used to blend
> face in and handle occlusions
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Deepfake Faces

Example for Replacement/face swap
The Most Popular face swap tool:

Deep Face Lab
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Deepfake Faces

The Most Popular Face Replacement (one-to-one)

» Used by first Reddit deepfake, still used in tools like DeepFacelab

» Shared En means no image pairing in training!

Train Execute

De 5C\<f>
X 0—>x(f) o.— S| s "

OR En Xt ._’x En et_’DeS f;f> xg
X ._>x<f) et—
t

\

[
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Deepfake Faces

Mouth Re-enactment (dubbing)

Atack Goals

Misinformation

w
~ab %

“| hate <racist comment>"

eecc ATAT
< Nick Statt

“Hey Joe, one which
server do we keep
the credentialse”
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Deeptake Faces

Mouth Re-enactment (dubbing)

The Pipeline
Target Ex’rroc’rion Pre- processing . Generation : Post-processing

xm optional
t reference

Source
(driver)
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Deeptake Faces

Mouth Re-enactment (dubbing)

Examples (they pass the Turing Testl)

Vougioukas K., et al. Realistic Speech-Driven Facial Animation with GANs, 2019




Deepfake
Voices
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Deepfake Voices

Atack Goals

Authenfication ¢

“Alexa, unlock front door”
“I'm Robert, send my new SIM to...”

Social g i1 ",

Engineering L=

“The levels are too low...”  “What's the IP of our portale”



Deepfake Voices

Liveness tests used by banks to verify ID are
‘extremely vulnerable’ to deepfake attacks

Attackers can simply swap their face for another

By James Vincent | May 18, 2022, 9:00am EDT

f W [ suare

Forbes

Beware The Tactics Used For
CEO Fraud By BEC Scammers

Stu Sjouwerman Forbes Coun
Forbes Technology Council COUN

Stu Sjouwerman is the founder and CEO of KnowBe4 Inc., a security

awareness training and simulated phishing platform.

Business email compromise (a.k.a. CEO fraud) is the highest-grossing

type of cybercrime, according to the FBI's IC3 Internet Crime Report
2021. More than a third of all cybercrime losses can be attributed to BEC
scams, causing about $2.4 billion in losses to U.S. businesses last year, a
33% increase from 2020 and a tenfold increase from just seven years

ago. Between 2013 and 2019, CEO fraud reportedly cost the economy a

Dr. Yisroel Mirsky

A Voice Deepfake Was Used To
Scam A CEO Out Of $243,000

@ Listen to article 3 minutes

@ This articte is more than 2 years old

It’s the first noted instance of an artificial intelligence-
generated voice deepfake used in a scam.

2019

Fraudsters Cloned Company

Director’s Voice In $35 Million
Bank Heist, Police Find

Al voice cloning is used in a huge heist being
investigated by Dubai investigators, amidst
warnings about cybercriminal use of the new
technology.

2021



https://youtu.be/VnFC-s2nOftl
hitps://youtu.be/spg2NMoKYU8
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Deepfake Voices

Voice Cloning via TTS

Services

@ LYREBIRD

We are developing speech synthesis technologies for developers

Requires: 10 minutes of audio



https://youtu.be/0fO7CBDMGNA
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Deepfake Voices

Voice Cloning via TTS
Services

Are they used by attackerse Almost certainly

Others will only train on a reading script ®IVE s THE

i i | ! : ST llo" \
Many require accepfing ferms of use f But... attacker could collect words from past T @ telef]

“use only voices you have right to” ®® recordings % ¢EDS Tufff ¢
= X

meAagieeinafto
themiwitheu
reading;

Corridor
digital




Jia Y, et al. Transfer Learning from Speaker Verification to Multispeaker Text-To-Speech Synthesis. 2019
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Deepfake Voices

Voice Cloning via TTS

Speaker reference utterance Synthesized mel spectrogram
"and all his brothers and sisters stood round and listened

Zero-shot (only 3 seconds!) .

"this is a big red apple"

14 80
- 70 i 3 70 6
N T 60 > T60
R Es0 1 E£50 ?
g 240 o £40 0
- Y30 21 Y30
2 £ -2 22 =3
n 10 -3 10
0 =1 - —4 0 -6
speaker 00 05 1.0 15 20 25 30 35 40 45 0.0 05 1.0 15 2.0
reference——» Speaker speaker‘ "but it will appear in the sequel that this exception is
waveform Encoder embedding much more obvious than substantial" - “this is a big red apple"
i i .
log-mel B 5 - ég
Synthesizer spectrogram n 2 ¢ 3
Yy /—\ P! 9 mog 1 S 50
grapheme or g £ 0o £40 0
phoneme ——| Encoder [—~|concat | Attention |~ Decoder Vocoder [— waveform 8 3 -1 530
o = -2 = 20 -3
sequence n -3 10
WaveNet 0 SE -a 0 =S5 26
00 05 10 15 20 25 30 35 40 45 0.0 0.5 1.0 15 2.0
i i "and the firebugs can't think o the right name something
Aftention is used to help network . ke Candanariaas
align sequence to audio N 0 : 6
o T 60 2 []
S Eso 1 £ :
g 240 0o £ 0
X (¥ v
? T ;’g 1.9
Q = -2 = =3
a 10 -3
0 -4 -6

00 05 10 15 20 25 30 35 4.0 45
Time (sec) Time (sec)



Jia Y, et al. Transfer Learning from Speaker Verification to Multispeaker Text-To-Speech Synthesis. 2019
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Deepfake Voices

Voice Cloning via TTS

Zero-shot (only 3 seconds!)

Fake and Real
identities fall close in
embedding space

® Human

‘ ® Human
X Synthesized ¥ Synthesized

Male Female

Female




CONSUMER TECH

A Voice Deepfake Was Used To
Dee pfg ke VOice Scam A CEO Out Of $243,000

Jesse Damiani Contributor ©
I run Postreality Labs, a new media art advisory & curatorial studio.

VOice Cloning Via TTS @ Listen to article 3 minutes

@ This article is more than 2 years old.

Remember those money
transfer scams?

It’s the first noted instance of an artificial intelligence-
generated voice deepfake used in a scam.

Dr. Yisroel Mirsky
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Deepfakes in
Media Editing

Dr. Yisroel Mirsky




hitps://openai.com/dall-e-2/

ing

O
L

Deepfakes in Media

DALL-E 2, Stable Diffusion, ...

» Can modify existing images too

Original
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Deepfakes in Media Editing

Inpainting

Definition: The task of filling in missing content




Deepfakes in Media Editing

Mirsky Y, et al. CT-GAN: Malicious Tampering of 3D Medical Imagery using Deep Learning. 2019

Equalize

"4

A

>

Normalize

n».

Mask Center

a

45

Post-processing

Preprocessing
—#] Injection:
Find nodule or 7
= | B
select random X,
n cut location I.
Removal: H [Scale 1:1:1
Find largest L
nodule }
write repeat?® .x; ;
— -

m paste

A
"4

i Ginj
Inject Cancer

Unnormalize

a

Grem
Remove Cancer

y index

2 Original (x)

y 21

26

u 31
1 6 1116 21 26 31

De-Norm/Equalized
1

8,9

1 6 11 16 21 26 31
Generated X

x index

1
1 6 1116 2126 31

1 6 11 16 21 26 31

'
1 6 111621 26 31

10

20 30

40

50

60

1.0

0.8

0.6

0.4

0.2

0.0

12 Final -pasted




Example: Injecting and Removing
Lung Cancer with Deep Learning




How can an Attacker Accomplish This?
(one possible way)

1) Build a man-in-the-middle device
2) At night, plant the device near the scanner
3) Intercept CT scans, and manipulate them - -

Demonstration in real Hospital...



Deepfake
Defences
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Deepfake Defences

Popular ,
Teghni ves Undirected Approaches Directed Approaches
. » Classification (Artifact-Specific)
» Anomaly Detection
Evaded with

adversarial noise

ML given all features ML focused on specific features

Carlini, N. Et al. Evading Deepfake-Image (Ieorns own feoTures)
Detectors with White- and Black-Box Attacks. 2020



Deepfake Defences

2. Directed Approaches (using ML on specific artifacts)
Seven types of Artifacts:

» Spatial
1. Blending
2. Environment

3.

Forensics

» Temporal

4.

5.

6.

Behaviour
Physiology
Synchronization

Coherence

Concepts overlap with

classical Forensics
(edge+region)

Input Groundtruth Prediction

Li L. Et al. Face X-ray for More General Face
Forgery Detection. 2020

Dr. Yisroel Mirsky
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Synthetic Image

Ciftci U, et al. FakeCatcher: Detection of Synthetic
Portrait Videos using Biological Signals. 2020




Marra F. Et al. Do GANs leave artificial fingerprints? 2018
Yu N, et al. Attributing Fake Images to GANs: Learning and Analyzing AN Fingerprints. 2019

Deepfake Defences

2. Directed Approaches

2.3 Spatial - Forensics
GANs have Fingerprints!

Residuals:
CycleGAN
. -Wavelet denoising
Denoiser  Ekesiig
A 4
r\: f Cleaned image
(no noise)

ProGAN

0'g Noise pattern (residual)
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Deepfake Defences

Prevention 3. Cyber Security

1. Data Provenance

2. Counter Attacks 4. Awareness



The Threat Horizon

Dr. Yisroel Mirsky




'
=
£
=
o
o
S
2
=
—
(a)

Bululn |auuey) apis
8uissano piomssed

Exfiltration

8u1330| Ady 1211dw)

SuliaaulI8u] asianay Suluiw ayde)

uo139913Q Alljigesaulnp 8uiyoods oulawolg

Command &

Mirsky et al. The Threat of Offensive Al to Organizations, 2022

- T =
.m c -..u Q
- c £
o £ m o -
S a g °
o s 9
[J] (&
3 :
a m y 8ulAds
g ) \ YY1 [9pON
| LNISO BululN
\\ > \/
Suluueog &7 g \\/
uonesedoud m \\\\&'W
>

uoles}jix3

«

ﬂ

Information
Gathering

Credential

13114 [1lew3 Suipea3

¢

uo132319( Japisu| Suipen]
SAIN Suipea3 Sunadwe] psooay
SAIH Suipend

syoeJ1 Sullano)

Defense
Evasion

uo0139913p AJ3ud Jo Jul0d

N

2\

sudiedwed 3ulysiyd

8uies.ie) doy 1xaN

Privilege
Escalation

<
= UOI1BUIPIO0D 32BNy
m g uoneldepe yoeny
2 c
@ o
& ]
o
5 £
3 -
X =
<
uolloalag uonezijeniin 2
s100pydeg JUISISIdd E: Suppelt

uoiedsnjqQ alemieiN UoI329|3S 193.e]

\V
{
v} 3ulysiyd Jeads

8uip|ing euosiad

8uluue|d udiedwe)

Resource
Development

uoileuossaduwiy

Campaign
Resilience
Reconnaissance
Social
Engineering

)

3
KI
o
% 3
Tn
< L
& 8
= G
S8

Cyber Kill Chain
32 OAIl Capabilities



Risk Harm == Threat
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Al Model Theft y
Biometric Spoofing
I _ .
Persona Building " Overall Academia Industry

Phishing Campaigns

= i ing -
Malware Obfuscation I o Informc_itlc:n Gathering 1
Attack Adaptation I ‘g Exploit Deve!opment- /
o Credential Theft-
Mining OSINT | o : /
. _ (&) Automation - /
Threat Horizon ! g
(a:) Vulnerability Detection I Campaign Resilience - !
(@) Password Guessing / 'o '-o Ic: '.n
bl =] o — -
2 Evading Email Filter Threat Score
Survey Results 2 Implct Key Logging :
% Information Sharing I
35 Industry+Academia z o ; ot [§] 10 [ 12 [ 4 [ 1=
< Persistent Backdoors I : : : :
% Side Channel Mining 1
§ Point of Entry Detection . Al han i ikiie SALe :
= _ I (1) Reconnaissance - w© -
Is) Exfiltration I {2) Resource Dev.- ° @ ;
. . - . (3) Initial Access-
Top: SE — easy to achieve, ~ Evading N/HIDS : e
Evading Insider Detection a ~(5) Persistence - [ ]
most harm, hard to defeat, Activity Tracking / g pmieetsa- @ s * -
Target Selection I E (8) Cred. Access- e I-.
. (9) Discovery - @
Next-hop Targeting 7 < (10) Lateral Move. - & &
Propagation I ) (11) Collection - & a
. ) (12) Command & Cntrl- ]
Web Domain Generation (13) Exfiltration - ' .
I .
Virtualization Detection (14) Impact- , .‘, [ , ., 1
C ing Track (] -05 00 05 10 15 20-05 00 05 10 15 20
ovenng [racks 7 Mean Opinion Score
Scanning
Cache Mining |
0.0 05 1.0 15
Score

Dr. Yisroel Mirsky Mirsky et al. The Threat of Offensive Al to Organizations, 2022
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Threat Horizon

What are they so afraid of?

Real Time Deepfakes




Threat Horizon

The Threat To Companies
Bypasses all defences...

Hey Rob, ...
Yeah we keep the
config files on
server 23.345.54.3

Yeah, | can open it
for you...

Dr. Yisroel Mirsky

S/

The Threat To Critical Infrastructure

Get Information
Change setting
Turn on/off system
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Threat Horizon

The Threat To Individuals

Example RT-DF attack:

1. Find connection on facebook between A and B
2. Call A and clone voice from 3 second chat
3. Call B with A’s voice, read script

Automate the campaign...
(could replace email phishing)

P

& R o
v e e St
o A
A
e ., |l

w2 e, N
\‘ 7 2 r ; » -‘_.".‘. “\-.
Srie LR
o ML -~ Lx

“Mom, | need help!”
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Threat Horizon

Real Time Deepfakes

Re-enactment Replacement Voice Cloning

-
»
Audio Despfakes
- T ’
¥ p 2 ® .

StarGAN-VC - our online version

Avatartify - First order motion model forimage animation. NeurlPs Metaphysics AGT 2022

Re-enactment of a single photol!
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What Can We Dov¢

» Existing solutions look for artifacts...
» But the quality of DFs will only get better!

Answer 1. Better Data provenance
Answer 2;: Awareness
Answer 3. Counter Attacks
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DF-CAPTHCA

A Turing Test on content generation BIRD

y
lsrasl-U.5. ///

Binaticnal Industrial Hew.irl;h

and Developmeant Foundation

Victim
)

DFs breakdown when pushed beyond their design/capabilities u

Chs
\%4@,78 Q /I‘
N 954 Deepfake

Attacker
valldate
| K;%
real fake

Mirsky Y. DF-Captcha: A Deepfake Captcha for Preventing Fake Calls. arXiv preprint arXiv:2208.08524. 2022 Aug 17.
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DF-CAPTCHA

Looking for a Commercialization Partner! BIRD _ /
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» Virtual Meeting Authentication

» Service/feature: validate parficipants in waiting room
» Smartphone Call Screening

» App: automatically validate incoming calls
» Policy Enforcement

» App: forward calls that seem suspicious
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