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Cyber threat intelligence (CTI) " Tﬂ' i e

information
for identifying adversaries and their
motives, goals, capabilities, resources,
and tactics

* Evidence-based knowledge in the
form of measurable events and the
context for the events’ interpretation.
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The OODA loop in Threat Hunting
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The OODA loop in Threat Hunting — Proactive f Nl
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Improved hypothesis for analyst
Updated alerts to SEIM for next step investigation
Updated sensors configurations
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Exploration exploitation tradeoftf in Tﬂ. T" B:
security orchestration automation and response (SOAR) = TL =
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Multi-armed bandit policies for threat hunting 'f .
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An autonomous deep dive into for advanced cyber-security forensics

AlienVault
X-Force

Do not sit back and wait for the
Intrusion Detection Systems to
raise alerts.

Actively hunt down artifacts
that will lead to the attacker. -
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y Threat

Agile and adaptive data
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\ % S e
attack hypotheses N Fusion
Algorithms & Applications
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BICSAF distributed architecture for
managed security services
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