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MITRE Tasking

Task 4 — Multi-Level Threat Intelligence Knowledge Base
1. MITRE will deliver ATT&CK for ICS training materials

2. MITRE will deliver ATT&CK for ICS based adversarial models, using known
ICS attack vectors and TTPs, and aligned with the unique architectures and
devices supporting SCADA/EMS applications. The proposed adversarial
models will also inform automated techniques for attack detection and threat

hunting.

3. MITRE will deliver ATT&CK for ICS based adversarial models to support the
assessment of the proposed cyber resiliency techniques, including proposed
physics-based device designs and machine learning based techniques.

MITRE



What is ATT&CK® for ICS?
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ATT&CK for ICS Adoption
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Technology Transfer at MITRE

« While serving our government sponsors, MITRE develops intellectual property which
would be of great value to the government and the nation if it were readily available

« Because product development is not part of our mission, in many cases MITRE must
transfer IP to commercial organizations that can undertake the technical, business, and

manufacturing activities necessary to bring products incorporating the technology to
market.

« 3 Approaches to transfer of MITRE IP
— Transfer to government program
— Transfer into public domain (publishing or open source licensing)
— Transfer directly to a commercial company

MITRE Approved for public release. Case number 15-0471 © 2015 The MITRE Corporation. All rights reserved.



External Impact
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Broad Industry Impact
through Security
Standards Initiatives

ATT&CK for ICS
ATT&CK for Mobile

Common Weakness
Enumeration (CWE) — Top 25
and expansion to hardware

Common Vulnerability
Enumeration (CVE)

Software Supply Chain
System of Trust and Software
Bill of Materials (SBOM)

Government-Wide Impacts
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NIST Guidance

Cyber Resiliency Engineering

Information Security Continuous
Monitoring

Identity Proofing Templates and
Authentication guidance

Privacy Engineering
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External Capability
Delivery

» Security Automation
Framework saf.mitre.org

* Medical Device
Innovation Sandbox and
BioHacking Village

International
Cyber
Capacity
Building
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Many Recent
Patents

Major Vendor Impacts

» Microsoft adoption of
WinKIM

* Intel collaboration to
expand CWE to hardware

* Cross Domain
Unstructured Data
Exchange (CDUX) at
major cloud providers
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