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MITRE Tasking
Task 4 – Multi-Level Threat Intelligence Knowledge Base

1. MITRE will deliver ATT&CK for ICS training materials
2. MITRE will deliver ATT&CK for ICS based adversarial models, using known 
ICS attack vectors and TTPs, and aligned with the unique architectures and 
devices supporting SCADA/EMS applications. The proposed adversarial 
models will also inform automated techniques for attack detection and threat 
hunting.
3. MITRE will deliver ATT&CK for ICS based adversarial models to support the 
assessment of the proposed cyber resiliency techniques, including proposed 
physics-based device designs and machine learning based techniques.
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What is ATT&CK® for ICS?

Initial Access Execution Persistence Privilege Escalation Evasion Discovery Lateral Movement Collection Command and Control Inhibit Response Function Impair Process 
Control Impact

Data Historian Compromise Change Operating 
Mode

Modify 
Program

Exploitation for 
Privilege Escalation Change Operating Mode Network Connection 

Enumeration Default Credentials Automated Collection Commonly Used Port Activate Firmware 
Update Mode Brute Force I/O Damage to Property

Drive-by Compromise Command-Line 
Interface

Module 
Firmware Hooking Exploitation for Evasion Network Sniffing Exploitation of Remote 

Services
Data from Information 

Repositories Connection Proxy Alarm Suppression Modify Parameter Denial of Control

Engineering Workstation 
Compromise

Execution through 
API

Project File 
Infection

Indicator Removal on 
Host

Remote System 
Discovery Lateral Tool Transfer Detect Operating Mode Standard Application Layer 

Protocol Block Command Message Module Firmware Denial of View

Exploit Public-Facing 
Application

Graphical User 
Interface

System 
Firmware Masquerading Remote System 

Information Discovery Program Download I/O Image Block Reporting Message Spoof Reporting 
Message Loss of Availability

Exploitation of Remote 
Services Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Man in the Middle Block Serial COM Unauthorized 

Command Message Loss of Control

External Remote Services Modify Controller 
Tasking Spoof Reporting Message Valid Accounts Monitor Process State Data Destruction Loss of Productivity 

and Revenue

Internet Accessible Device Native API Point & Tag Identification Denial of Service Loss of Protection

Remote Services Scripting Program Upload Device Restart/Shutdown Loss of Safety

Replication Through 
Removable Media User Execution Screen Capture Manipulate I/O Image Loss of View

Rogue Master Wireless Sniffing Modify Alarm Settings Manipulation of 
Control

Spearphishing Attachment Rootkit Manipulation of 
View

Supply Chain Compromise Service Stop
Theft of 

Operational 
Information

Wireless Compromise System Firmware

Maroochy Water 
Services (2000)

Stuxnet (2011) BlackEnergy3 (2015) Industroyer (2016) Triton (2017)

A knowledge base of 
adversary behavior

• Based on real-world 
observations

• Free, open, and globally 
accessible

• A common language

• Community-driven

Tactics

Te
ch

ni
qu

es



©2021 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 21-01255-2. 5

ATT&CK for ICS Adoption

IndustryGovernment
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Technology Transfer at MITRE
• While serving our government sponsors, MITRE develops intellectual property which 

would be of great value to the government and the nation if it were readily available

• Because product development is not part of our mission, in many cases MITRE must 
transfer IP to commercial organizations that can undertake the technical, business, and 
manufacturing activities necessary to bring products incorporating the technology to 
market.

• 3 Approaches to transfer of MITRE IP
‒ Transfer to government program
‒ Transfer into public domain (publishing or open source licensing)
‒ Transfer directly to a commercial company
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External Impact
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Government-Wide Impacts
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