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Commercialization Tasks

• Assemble digital twins in Grid360
• distribution/transmission network, solar arrays, refineries, communications network
• DLC, APS, SRP, Arava, Delek

• Assemble cybersecurity lab
• Sensors, Meters, PLCs, RTUs, HMI, Firewalls, Historians, Management Systems, etc.
• Zones: Corporate, DMZ, Operations

• Team Education - T&D dynamics and threat vectors
• Team Education - commercialization approaches

• Convert academic work to commercialized product
• User experience: data input, processing, output, visualization
• Use of third-party tools
• Integration with other applications - APIs
• Testing
• Installation and User Guides

• Commercialization Plan: Go-to-market and business growth strategy
• what is the product, who are the target customers, customer value proposition, market potential, competitive advantages, IP strategy, 

promotion, management, metrics, and financial performance

• Lean Canvas - determines which tasks have greatest potential for commercialization
• Establish Industry Advisory Board, first meeting in June



The Lean Canvas
Designed for: Designed by: Date: Version:

Problem

Existing Alternatives

Cost Structure

Solution

Key Metrics

Unique Value Prop.

High-Level Concept

Unfair Advantage

Channels

Customer Segments

Early Adopters

Revenue Streams

Top 3 problems Top 3 features Single, clear and compelling message 
that states why you are different and 
worth buying

E.g. can’t be easily copied or bought Target Customers

List how these problems are solved 
today.

Key activities you measure List your X for Y analogy
(e.g. YouTube = Flickr for videos)

Path to customers List the characteristics of your ideal 
initial customers.

List your fixed and variable costs:
• Customer acquisition costs
• Distribution costs
• Hosting
• People
• Technology
• Etc.

Startup Name Name1, Name2, … DD/MM/YYYY X.Y

List your sources of revenue:
• Revenue Model
• Life Time Value
• Revenue
• Gross Margin

Lean Canvas is adapted from The Business Model Canvas (www.businessmodelgeneration.com/canvas). PowerPoint implementation by: Neos Chronos Limited (https://neoschronos.com). License: CC BY-SA 3.0

  

http://www.businessmodelgeneration.com/canvas
https://neoschronos.com/
https://creativecommons.org/licenses/by-sa/3.0/


Commercialization - Software Deployment

Add developed software as “engines” inside of Grid360 and other vendor systems

Create commercial grade engines to be embedded in Energy Management Systems 
(EMS), Distribution Management Systems (DMS), and Supervisory Control and Data 
Acquisition (SCADA) systems, similar to Resource Innovations’ current work with 
Hitachi/ABB, GE, Toshiba, and Smarter Grid Solutions

Cybersecurity State 
Estimation Forecasting

Power Flow, 
Fault and 

Contingency 
Analysis, 

Optimization

EMS, DMS, SCADA
Planner Operator
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Comprehensive Cybersecurity Technology for Critical Power 
Infrastructure AI-based Centralized Defence and Edge 
Resilience

Project 5: Future-
Proof Architectures

Theme 1: Cyber-
Physical System 
(CPS) Data
Preparation

Theme 2: Data 
Analytics for 
Monitoring

Theme 3: Control 
and Validation

Project 1: Physical 
Processes as 
Cybersecurity Assets

Project 2: Knowledge 
Base Establishment and 
Representation Learning 
of Threats

Project 3: Cyber Attacks 
Detection of IT/OT 
Architecture

Project 4: Cyber 
Resilience and 
Robustness for Control 
Actions

T1: Realization of advanced energy management applications T3: Data collection 
and aggregationT2: Digital representation of physical processes and 

operational process modelling

T5: Adversarial mimicking (Theoretic)T4: Multi-level threat intelligence knowledge 
base (MITRE) T6: Threat hunting (Actively learning)

T7: Malware threats mitigation (Smart 
enemy? Reduce probing and plan)

T12: Explainable cyber-AI analytics (Metric + 
Temporal)

T8: Detect event mimicking attacks
T9: False Data Injection
(Physical Embedding)

T11: AI-based intrusion detection 
(Engage operator)

T10: Multilayer anomaly 
detection (Uncertainty)

T13: Firmware verification (Edge)

T16: RL control for CPS 
(Advise Sys Operator)T14: Attack tolerance (Insensitive to the attack)

T15: Self healing and auto-remediation
(Optimization)

T17: ICS security by design

T18: Hardware in the loop

Likely best candidates for commercialization



Commercialization - Industry Advisory Board

Form Industry Advisory Board

Board member organizations from previous collaboration of Resource Innovations 
with ASU: ComED, Entergy, Oncor, PSEG, Salt River Project, San Diego Gas & Electric 
Company, Southern California Edison, Southern Company, UK Power Networks

BIRD Cybersecurity Industry Advisory Board will include Arava Power, Delek US, 
Duquesne Light Company, Salt River Project, Arizona Public Service as well as many 
other utility companies



DER Network Analyzer Commercialization

1. Compiled code from ASU, installed on Resource Innovations servers
2. Working with ASU to create Installation Guides and User Guides to include data input, output, visualization
3. Working with APS to set up servers, install and use developed code
4. Working with Industry Advisory Board to determine best candidates for commercialization

1. Build Connected 
Network Model

2. Build Operational 
Network Model 

3. Estimate State of 
Network

4. Assess Security 
of Network and 

Optimize Dispatch
5. Control DERs

ADMS/DERMS

CYME Network Model
AMI Data

SCADA/PMU 
Measurements
Switch Status

DER Dispatch 
Schedule

PV Generation 
Forecast

Dispatch Status
DER Costs

DER Devices/ 
Inverters

DER Network Analyzer Components

DER Network Analyzer components function in parallel with ADMS/DERMS



Commercialization - ASU Topology Processor Engine

OUTPUT: 
Total Number of Correctly Predicted Connections = 1514
Total Number of Incorrectly Predicted Connections = 70
Total Number of Connections = 1584
Total Accuracy [%]= Correct\Total * 100 = 95.5808
Total time for execution: 263.06036 seconds



Commercialization - Cyber Metrics Visualization

Grid360
RAM2



Commercialization - Cyber Metrics API
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