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Commercialization Route
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Project 1：
Physical Processes 
as Cybersecurity 
Assets

Project 2：
Attack Knowledge 
Base

Project 3：
Cyber Attack 
Detection of IT/OT 
Architecture

Project 4：
Cyber Resilience 
and Robustness for 
Control Actions

Project 5：
Future-Proof 
Architectures

Input from commercial partners 
(Nexant, Otorio, Delek, RAD)

Validated in Hardware-in-the-loop 
testing (ASU)

Presentations at 
industrial 
conferences and 
workshops

IP – Knowledge 
base 
establishment 
approach

IP – Patents on 
Malware threats 
mitigation, anomaly 
detection, and AI 
analytics algorithms 
(ASU, BGU)

IP – Patents on 
cyber-attack tolerant 
control, self-healing, 
and RL cybersecurity 
control (GIT, ASU, 
BGU)

Presentations with commercial partners at industrial conferences and 
workshops (ASU, BGU, Nexant, Otorial, Delek, MITRE, RAD, SIGA, 
Arava Power) 5IP: Intellectual Property, RL: Reinforcement Learning



Commercialization Route
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IP: Intellectual Property, RL: Reinforcement Learning, PLC: Programmable Logic Controller, CPS: Cyber Physical System, IoT: internet of Things



• Technical approach
• Six primary markets: (1) Energy Management Systems (EMS), (2) Distribution Management Systems (DMS), (3) Supervisory Control 

and Data Acquisition (SCADA), (4) Programmable Logic Controller (PLC), (5) Industrial Control Systems (ICS)/Cyber-Physical Systems 
(CPS), and (6) IoT devices

• Integration/add on of new technology without need for wholesale replacement of systems/devices

• Commercialization approach
• Licensing mechanism is preferred

• Market segments
• EMS/DMS/SCADA: IOU T&D utilities, municipal utilities and cooperatives in North America, T&D utilities in rest of the world
• PLC/ICS/CPS/IoT: many potential applications

• Key commercial partners, customers/advisors
• Form Industry Advisory Board (IAB)
• Leverage eco-system of utilities, vendors, and system integrators
• Composition of IAB will be utility personnel, vendors, system integrators, and academics
• IAB will provide feedback/validation of our proposed approach and market strategy
• Executed successfully for DOE ARPA-E Sensor Enabled Modeling of Future Distribution Systems with DER and other projects

• Upcoming commercial activities
• Promotion of technology and preliminary outreach to potential customers
• Publication of results obtained during project - journals, white papers, conferences, etc.
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Tech to Market Plan and IAB - Nexant

IOU: Investor-Owned Utility, T&D: Transmission and Distribution, PLC: Programmable Logic Controller, ICS: Industrial Control System, CPS: Cyber Physical System,
IoT: internet of Things, DOE: Department of Energy, ARPA-E: Advanced Research Projects Agency–Energy, DER: Distributed Energy Resources



Content
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• Executive Summary
• Objective, Market, Challenges, Our Team
• Proposed R&D Projects, Budget

• Proposed R&D Programs
• Theme 1: CPS Data Preparation: Project 1 and Project 2
• Theme 2: Data Analytics for Monitoring: Project 3 and Project 4
• Theme 3: Control and Validation: Project 5

• Management and Conclusion
• Management, Commercialization, and Risk Analysis
• Innovation, Education, Coordination, and Marketing Programs
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