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Task 18: Hardware in the Loop Validation LT ?ﬂ"

g | ST

Milestones:

* Task 18.1: Develop Software Models and Build HIL Platform
* Task 18.2: Design Test Protocols and Test Plans with the Help of Industrial CMs
e Task 18.3: Write and Develop Testing Automation Scripts

* Task 18.4: Develop Validation Method for Detecting of Cyberattack Events



Develop Software Models and Build HIL Platform

Achievements:

HIL Platform Setup and Activation

HIL Platform Connection Setup
Software Connection Setup

Simulation on IEEE 39-bus System
Simulation on IEEE C37.118 Slave Model

C37.118 Slave to HIL Applications
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HIL Platform: Unbox & Set Up e ?ﬂm

Shipment Arrived In Simulator Unboxed
Protecting Crate and Powered Up
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HIL Platform: Simulator Internal Installation

driver unloaded

L

e Set up an external monitor for direct system monitoring.
 |nstalled the operating system on OPAL-RT simulator.



HIL Platform: Simulator License Activation e ?IVW
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OPAL-RT Simulator

. Installed RT-Lab software to our lab server.
. Retrieved the license and activated our OPAL-RT simulator.



HIL Platform: Server Upgrade TTT ?ﬂ”m

 |[nstalled ethernet adapter to our server.
. Allowed our server for online/offline control.



HIL Platform: Simulator Connection Set Up

Server Laptop

Configured the Opal-RT simulator with different connections
for multi-tasking.
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HIL Platform: Overview TTT N

WORKSTATION REAL-TIME SIMULATOR ACTUAL SYSTEM

Controllers, Protective Relays
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Software: Connection Set Up

[ e -8 x DARTA8 202134320 - o X
s Fle Edt Novgato Sesch Smultion Took Window Holp
SriisiEvelosonBri4vinReBDe ey Quick Access | |8

©3 S locahost 8 server 1 3 phasor01 IEEEID 3 C37.118 Slave (C37.118 Savesky  @C37.118 Save i

1921685107
w
Actvated

opr9s22a

/

Ovenview | Diagnostic Simation Settings Software L]

©Display

0 isplay at this tme.

Connect

€3 Overview This target has no license Overview

. General Information
General Information

Name: hserver
IP address:  192.168.5.107
State:  Up
License:  Activated
Target Number:  OPT903224

Mame:  localhost
IP address:  127.0.0.1

State:  Up
mLicense:  This target has ne lic

 |nstalled the Rt-Lab and connected successfully to our Opal-RT
simulator.
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Software: IEEE 39-bus Simulation

¥4 phasor01_IEEE3O - Simulink acadermic use - o x & Scopes — o X
oy RER-alon av SIMULATION i VODEUING o i Quick Access | & | File Tools View Simulation Help ~
Stop Time [ 10 e\ .| - o 3 -
T — : 4 @ w ; - Q- COPO® A FA
© 3 Targets FILE prepare (_Normal M s o s
W& localhost ~| - « " FostRestart Backv v Forward -
& rtserver Preparing and Compiling
v & Untitled v phasor01_IEEE39 & Edit the model.
~ 1 Model © |k M
lodels © |[Falphasororteeess ¥ cithe development properties.
+ 12 phasor01_IEEE39 [Paused]
1 Aliases oy 1 the model.
# Opinputs & OpOutputs - ePHASORsim basic demo. & Consult result in the Compilati
3 sc_console N See phasor01_IEEE39.xIsx file for network data @ Assign targets to subsystems.
® e 9 2%
1 sm_master =
= 1/O Interfaces Executing
[ Panels s 7 Set the execution properties.
@ Recor = — 3
Recorders =) © Load the model.
 Configuration | bus fault bus fault
data 1 Execute the model.
& demo a he model.
»itap tap
Create a new project. abs Vi p{int O et the model.
—p{ioads loadd [—— Interacting
4 Open the Console in Simulink.
load? load? View and edit variables in the Variables Table.
P line15 line15
line fault ) »in2 line fault ——
— distance faul_dist T ICGE] o
No operations to display at this time. pregpeserne prge—
]
"
» host_subsys_postload.py ... done
Ehon_exe -u "C:/OPAL-RT/RT-LAB/2021.3.4/common/python/opal/ephasorsin/eph
Ready 125% ode3

- sm_master host postload 1 of 1 successful
Starting transfer of /home/boom/c/users/yuhao/opal-rt/rt-1abv2021.3 workspace/untitled/simulink/pha
Transfer of /home/boom/c/users/yuhao/opal-rt/rt-1abv2021.3 workspace/untitled/simulink/,

sm_master/opphasor0l_ieee39_sm_m
/opphasorl_ieee39_sm master 0.s

hasor0

Ready

Sample based  T=10.000

e  Configured the IEEE 39-bus test system and simulated fault
events.



Software: C37.118 Slave

032 182 140 |

IRIG-B, 1PPS,

IEEE-1588

PRECISION TIME SOURCE REAL-TIME

Optional SIMULATOR

EMULATED
SLAVE DEVICES

EXTERNAL C27.118
MASTER DEVICE

® localhost ¥ C37.118 Slave (C37_118_Slaveslx)
General Information

Name: [37.118 Slave
path: D/RTlab/Untitled1/models/Simulink/C37_118_Slave.shx
MATLAB: R20158
State: Loadable
Description:

Overview| Development| Execution| Variables| Files| Assignment| Diagnostic| Hardware| Simulation Tools

B Display

Compilation @ Console EVariables Table ¥ Variable Viewer % Monito

37 440 Clavin / mrm o

Preparing and Compiling

5 Edit the model.

5 Setthe development properties.

B Build the model.

& Consult result in the Compilation View
@ Assign targets to subsystems.
Executing

71 Set the execution properties.

© Load the model

> Execute the model.

1 Pause the model.
® Reset the model.
Interacting

24 Open the Console in Simulink.

[ View and edit variables in the Variables Table.
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e Configured the C37.118 slave model and phasor output setting.



Software: C37.118 Slave Target Platform e ?ﬂ =

IRIG-B, 1PPS,
IEEE-1588

PRECISION TIME SOURCE  REAL-TIME EMULATED EXTERNAL C37.118 .
Optional SIMULATOR SLAVE DEVICES MASTER DEVICE | Z0 s T

[alomce

[
I
[
I
I
4
0

e  Configured the target platform.

PAL-RT Linux (x64-based)




Software: C37.118 Slave |/O Interface TTT ?ﬂ
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Slave (C37_118 Slavesly) ™ (C37.118 Slave

€37.118 Slave Configuration

I
|
IRIG-B, 1PPS,
l
PRECISION TIME SOURCE REAL-TIME EMULATED EXTERMNAL C37.118 | ~
Dpliunal SIMULATOR SLAVE DEVICES MASTER DEVICE v ~ ‘

e  ConnectedC37.118 Slave modelto a subsystem.

v
Output Model



Software: C37.118 Slave Connection Parameters s ?ﬂ” 5

localhost % C37.118 Slave (C37_118 Slavessh) | ®(C37.118 Slave

€37.118 Slave Configuration

Associated subsystem: |C37.118 Slave/sm_pmu_c37118 v | @ @ 1/0 Interfaces are available for connection in the Configuration panel.

Folders # & General / Slaves / OPALRT-PMU 1
e — — — o . e e s s
~ B General Parameter Value
~ (3 Slaves (1) o
wopawTeMUl W,
TCP port
NIC name

aaaaaaa

PPPPP

IRIG-B, 1PFS,
IEEE-1588

- I
Idd
eeeeeee o

imestamp ]
— L — L — ﬂ — L — L — L

PRECISION TIME SOURCE REAL-TIME EMULATED EXTERNAL C37.118
Optional SIMULATOR SLAVE DEVICES MASTER DEVICE _
— — — — Parameter Value
ID 1
Protocol TCP
R . TCP port 8900
. Configured the C37.118 slave model connection NG rame
IP address ANY
pa ra m ete rs Frequency 60 Hz
Data rate 60 Per Second
B PrOtOCOI Phasors representation POLAR
Phasors format INT16
- PO rt N u m be r Analogs format INT16
- I P Ad d ress Frequency format INT16
Header Default header

Round packet timestamp O



Software: C37.118 Slave to PMU Connection Tester e

Ethernet

IEEE-1588
EMULATED Connect

PRECISION TIME SOURCE REAL-TIME
Optional SIMULATOR SLAVE DEVICES

Connected successfully to the Grid Protection Alliance (GPA)
commercial software: PMU Connection Tester.
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Software: C37.118 Slave to PMU Connection Tester

~
onnection Tester -
€ PMU Connection Test o X
File  Help
- @_,Connecﬁon Parameters
Tcp | Udp | Serial | File Defauit System IP Stack: 16 [ Protocol |
34320 7 RS IEEE C37.118-2005 Disconnect
le Navigate Search Simulation Tools Window Help I HOST IP 192 158 5107 D Establ‘sh TCD S er v 169
OrUigb-alorne@-id-mEeBidieva-iyy Quick Access | & | Device ID Code: 235 SERON .53
= | ©Project Explorer & = % § @ PMU Connection Tester - o X I =0 Port: 8900 ) Configure Alternate
9+ 4 Trgets I Fle  Help . ) C‘:’ imand: ‘ Command Channel
.; localhost e —p—— Network Interface Disable Realtime Data v Send Not Defined
& rtserver S ving and Compiling — L
 Untitled I Tp | Wp [Sere| File Dot mun P onck e | Frobool | it the model
@4 EEEC37.1182005 B ’ Configured frame rate: 60 frames/second
© Wl HostIP: (152168, 5107 | (] Establish Tep Server ;w e [T D'sf:,::“ 5o | gt development propertes PMU:  ID Code: 235 9 / +
v-.‘a Oclavt.w r:s Slave [Running] I Pt | 8500 CD'YI::M - ‘ id the mod.el OPALRT-PMU_1 G } 60.0144 =
!/'Gr;e”:t;s Network nterface Disable Realtime Data || Send — lonsult result in the Compilation View (o) 60.0041 5
A lave -> sm_pmu_c37_118 3 2 =
e 5ign targets to subsystems. Phasor: {Selected is reference angls) 3 —
= Configured frame rate: 60 frames/second ne & | 59.9937| Q
» @ Recorders I PMU: IDCode 235 ting V:Va viis ad
s Configuration (Default’) OPALRT-PMU_1 v F:’ 60.0312) At the execution propertes. - = | 59.9834 I
o da oo pammin e 5 | 0144 ER oo, Phasors: 8 Nominal 2 | 59.9730 3
 Create a new project.. I V:Va v 2 | 2o 080 . - s e . .. -_— - > Freguency: T
Prasors: 8 MNominal 3 | 59.9640 H ) Analogs: 2 60Hz 3
oy P 3 8 Luse the model, Digitals: 2 s | 180
o @z 3 | 180 et the model Al
I 90 racting 90
Power: 00000 MW 0 en the Console in Simulink. Power: 0.0000 M/ 0
I Vars: 0.0000 MVars 00 and edit variables in the Variables Table
Vars: 0.0000 MV:
o ars: 0 ars 90
2] Graph |4 Setings {19 Messages | 4] Protocol Specific I
I — @ Real-time Frame Detail -180
o [ AA 01 00 3E 00 EB 62 71 74 2A OF OE BF C8 00 00 30 39 00 y - -
01 30 38 34 D7 30 38 CB 27 22 19 00 00 04 D2 00 01 04 D1 4| Graph | *# Setti Messages Protocol Specific
T Time: 2022-05-03182754%66 34 p7 04 D1 CB 27 03 68 00 00 00 00 3E C8 01 OD 00 63 00 B8Rk% #nED V=0 "A_i|j i) ‘H_ﬁs ‘J 5 :
9! I Frequency: 60.0000 Hz 0A 01 OD 8B 21 : -
No operations o display at tis i e — @*Real-time Frame Detail
Magitude: 00123 (0.0214) kV Frame Type: DataFrame AA 01 00 3E 00 EB 62 71 6A 94 OF 05 D9 44 00 00 30 39 00
Display:  Hexadecimal v I ) 01 30 38 34 D7 30 38 CB 27 22 19 00 00 04 D2 00 01 04 D1
| - ———————_——_—_ Time: 2022-05-0317:47.00383 34 p7 04 D1 CB 27 03 68 00 0O 00 01 69 54 01 14 00 63 00
‘otal e otal it rate 2.
T rranster of 7/ 056 18/ JUas  OpAI=FE TELabV 20713 7moge L G RI D Frequency: 60.0010 Hz OA 01 14 82 D1
XHP mode enabled
(117 RO mode, 10 a6t to rum value. Angle: 0.00572957795130823°
Synchronized step size = 100 us. .
Too May 3 18:27:48 2022 I P ROT E CT I O N Magnitude: 0.0123 (0.0214) kV
Main priority set to 99 ‘ LLl . N C E Display: Hexadecimal v
kTutal frames: 0 Frames/sec: 0.0000 Total bytes: O Bitrate (mbps): 0.0000 Queued buffers: 0

. PMU Connection Tester can detect PMU - Phasor



Software: C37.118 Slave to Synchrophasor Based Machine i
Learning o

87 Synchr
eeeeeeeeeeee
eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee Il e Il
lecti — | L] | L] | L] | L] | L]
| = == | I o~
032 182 140
H [ - I =wrmmmme | I
E. cfEssssssssmas = ised Unsupervised Learning I59 o
[ ybrid metn || Logitic Regression | |change Point Detection
[ support Vector Machine [ [ Nearest Neighbors | A ::ST:"Q Al IE o
IRIG-B, 1PPS
. . Information
IEEE‘1 EEB 4. Output Display ISQ‘37 19540 19542 o544 9546 19548 19550 o552
Et h e r n et EETTEN (TR T | Al e T e - S —
5. Connection Parameters
IP Address:
PRECISION TIME SOURCE REAL-TIME EMULATED Connect ey
Optional SIMULATOR SLAVE DEVICES : C"'; % CPEI
i 1
[ & ] ELECTRIC POWER

RIZONA STATE UNIVERSITY RESEARCH INSTITUTE

e  Connected successfully to our Synchrophasor Based Machine
Learning (SBML) software for future fault detection.



Software: Connection

1 Sy acadWachn Lexing Vrsion 30 3

€37.118 Slave Configuration Fie Toolbox Holp

i e e, i
Associated subsystem: |C37.118 Slave/sm pmu_c37118 ~ | @ @[ 1/0 Interfaces are available for connection in the Configuration panel. Il ot e I Onine eaning 1

1. Tralning Data Selecton and Preprocessing

Folders ¥ ©  General / Slaves / OPALRT-PMU 1
v B General Parameter Value ‘ = H ] S
~ 6 Slaves (1) 235 2 Mop nformetion
> o OPALRT-PMU_1 Protocol o [ Losd B Iformation e 10 Losd Line fermaton Fle | -
TCP port 8900 3. Machine Leaming Method Selectior
NIC name eth0 I ‘Supervised Learming Unsupervised Learning
I IP address 192.168.5.107 [ riamenod || Logistic Regression | [change pont !
Frequency 60 Hz [simorvecor tie | [ et oy
Data rate 60 Per Second - [t ree |
Phasors representation POLAR [ information |
Phasors format INT16 4. cutput Disiay b
Analogs format INT16 [ cvenrime \ [ oewmee ][ oentomten || A ]
f
requency format INT16 I Wm J— _-— . - ..
Header defult header
Round pa(kel timestamp 0 s
_-— . - T - . . . . - I et
- - - s el

v Ethernet |
Parameter Value CO nne Ct *

1D 235
Protocol P 5. Connection Parameters
I P Ad d FESS IP Address:

TCP port 8900
192.168.5.107

NIC name eth0

IP address 192.168.5.107
Frequency 60 Hz

Data rate 60 Per Second
Phasors representation POLAR
Phasors format INT16
Analogs format INT16
Frequency format INT16

Header defult header
Round packet timestamp U

Port Number

Port Number:
8900




Software: C37.118 Application with Hardware In the Loop TT H

Synchrophasor Based
Machine Learning (SBML)

T Monitor
EEEE BEif
‘ b=
RT Simulator
WORKﬂATION REAL-TIME SIMULATOR ACTUAEYSTEM I m p rove
— Controllrs, Protective Relays Hardware In the Loop
Hardware In the Loop .
Hardware
Device
.
. Connect SBML software to monitor the HIL system when simulating cyber attacks.
. Sup|oort event differentiation and localization to the fault event and may provide more
applications in the future.
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Conclusions and Future Works T-r ;TV

Conclusion:

 Setup the HIL platform and software connection

* Simulate IEEE 39-Bus model and C37.118 Slave model
Future Works:

* Implement more devices in the HIL platform

* Simulate some events (such as Ground fault) in the HIL
platform
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