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Outlines

1. False data injection review and our study

2. Other cyberattacks

3. Hardware-in-the-loop validation
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New Vulnerabilities on the Grid

Modern grid data-driven outlook  New cyber-attack menaces

Conventional
Power Grid

Security
Issues

Confidentiality 
Issues

 New sensing 
devices  New active 

deviceso Enhances situational 
awareness


o False Data Injection 
Attacks!


o High penetration of VRES
o Reducing carbon emissions

 New cyber-attack 
menaces  Uncertainties for 

system operation

Vulnerable Power System 

o Enhances situational 
awareness

3



What is a FDIA?

False Data Injection Attacks:

• An attacker intercepts and maliciously changes the system measurements

• The objective is to cause harm in the real world

• For instance, a cyber-attack in a power system could cause a system operator to 
take wrong control actions causing a blackout.

• While these cyber-attacks can cause dire consequences, they are hard to be 
deployed practically due to unrealistic settings or assumptions.
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False Data Injection Attacks

1. Create a corrupted measurement vector, �𝐳𝐳 = 𝐳𝐳 + 𝐚𝐚

2. Pass the chi-squared test, J 𝐱𝐱 = 𝐳𝐳 − 𝐡𝐡(𝐱𝐱) 2 ≥ 𝜏𝜏

A successful FDIA requires:

Problem: Power system model is not known, 𝐡𝐡(�) Access only to the observed measurements, 𝐳𝐳

Alternative: Learn the underlying power system measurement distribution, �𝐳𝐳~𝑝𝑝𝜃𝜃 �𝐳𝐳
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Different FDIAs

Proposed Framework: 
Learning the underlying power system model 

through data

Line parameters

Difficult to deploy an attack: 

Lack of grid information   + No performance 
guarantee

 Traditional
model-based 
attacks

Require grid 
information



Grid topology

State estimator 
model

Carefully 
held!
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AMD 
SEV

Cyberattack on Hardware of Energy Internet

Trusted Execution Environments

Dynamic Power 
Management Unit

Vulnerable

Attack

Low Cost and Difficult to repair

Parameters Fault Injection IDsAlgorithms Secret Keys

Modify by Hackers
Gain Access

Login, change parameters, control, etc.

OT operators

IT Attack

Break trusted 
environment in 

hardware

Change Power 
Management Unit 

parameters, change 
ID verification, etc.

OT operator cannot 
login, cannot change 

OT parameters, 
cannot control, etc.

Cheap

Attack Process and Results
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Attacker Node 1 Intermediate Node Node N Victim

Mining Attack 
Activities

Original Data 
Flow Storage

Risky Data 
Storage

APT Attack 
Trace Back

Data Flow 
Analytic ResultData Flow

Flow Capture and Analysis

Traceability Method Framework 
Based on Network Flow Risk Data

Cyber Attack Process Model

Cyber-Attack Recognition based on Data Flow to Avoid 
Traditional Advanced Persistent Threat

Administrative 
Means

Very 
difficult

Get Access
Obtain and 

Storage

Oversea Operators

Hard to 
Acquire

Intermediate 
Links

Interrupt

Tracking 
Chain

Interrupted

Tracking 
Work

Fail

Botnet usage in cyber attack
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Goal of APT attack source tracing:
• To locate the organization or 

individual who launched the 
attack

APT organizations characteristics:

• Associated with specific political entities.

• Can have different dimensions.

• Have relatively fixed attack targets:

• Weapon arsenals.

• Vulnerability libraries.

• …

APT organizations’ 
characteristics

Process of traceability

Process of determining 
characteristic dimensions

Existing APT organization 
intelligence database

Decompose into

Determine

Compare

Specific organization

Locate

Botnet usage in cyber attack

Cyber-Attack Recognition based on Data Flow to Avoid 
Traditional Advanced Persistent Threat
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Assumption 1 DoS Frequency : For 𝑡𝑡1, 𝑡𝑡2 ∈ ℝ≥0, 𝑡𝑡2
≥ 𝑡𝑡1, there exist 𝜂𝜂 ∈ ℝ ≥ 0 𝑎𝑎𝑎𝑎𝑎𝑎 𝜏𝜏𝐷𝐷 ∈ ℝ≥⍙ such that

𝑎𝑎 𝑡𝑡1, 𝑡𝑡2 ≤ 𝜂𝜂 +
𝑡𝑡2 − 𝑡𝑡1
𝜏𝜏𝐷𝐷

𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤 𝜂𝜂 𝑖𝑖𝑖𝑖 𝑡𝑡𝑤𝑤𝑤 𝑝𝑝𝑎𝑎𝑤𝑤𝑎𝑎𝑝𝑝𝑤𝑤𝑡𝑡𝑤𝑤𝑤𝑤 𝑎𝑎𝑎𝑎𝑎𝑎 𝜏𝜏𝐷𝐷 𝑖𝑖𝑖𝑖 𝑡𝑡𝑤𝑤𝑤 𝑤𝑤𝑎𝑎𝑤𝑤𝑤𝑤𝑒𝑒𝑒𝑒
𝑐𝑐𝑐𝑐𝑎𝑎𝑖𝑖𝑐𝑐𝑝𝑝𝑤𝑤𝑎𝑎 𝑏𝑏𝑒𝑒 𝐷𝐷𝑐𝑐𝐷𝐷 𝑐𝑐𝑐𝑐𝑎𝑎𝑐𝑐𝑤𝑤𝑤𝑤𝑖𝑖𝑖𝑖𝑐𝑐𝑎𝑎 𝑝𝑝𝑤𝑤𝑤𝑤 𝑐𝑐𝑎𝑎𝑖𝑖𝑡𝑡 𝑡𝑡𝑖𝑖𝑝𝑝𝑤𝑤.

Assumption 2 DoS Duration : For 𝑡𝑡1, 𝑡𝑡2 ∈ ℝ≥0, 𝑡𝑡2
≥ 𝑡𝑡1, there exist 𝜍𝜍 ∈ ℝ ≥ 0 𝑎𝑎𝑎𝑎𝑎𝑎 𝑇𝑇 ∈ ℝ≥1 such that

𝛯𝛯 𝑡𝑡1, 𝑡𝑡2 ≤ 𝜍𝜍 +
𝑡𝑡2 − 𝑡𝑡1
𝑇𝑇

𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤 𝜍𝜍 𝑖𝑖𝑖𝑖 𝑡𝑡𝑤𝑤𝑤 𝑝𝑝𝑎𝑎𝑤𝑤𝑎𝑎𝑝𝑝𝑤𝑤𝑡𝑡𝑤𝑤𝑤𝑤 𝑎𝑎𝑎𝑎𝑎𝑎 𝑇𝑇 𝑖𝑖𝑖𝑖 𝑡𝑡𝑤𝑤𝑤 𝑤𝑤𝑎𝑎𝑤𝑤𝑤𝑤𝑒𝑒𝑒𝑒
𝑐𝑐𝑐𝑐𝑎𝑎𝑖𝑖𝑐𝑐𝑝𝑝𝑤𝑤𝑎𝑎 𝑡𝑡𝑐𝑐 𝑝𝑝𝑎𝑎𝑖𝑖𝑎𝑎𝑡𝑡𝑎𝑎𝑖𝑖𝑎𝑎 𝑎𝑎 𝐷𝐷𝑐𝑐𝐷𝐷 𝑝𝑝𝑤𝑤𝑤𝑤 𝑐𝑐𝑎𝑎𝑖𝑖𝑡𝑡 𝑡𝑡𝑖𝑖𝑝𝑝𝑤𝑤.

The i𝑡𝑡𝑡 load frequency control model

IT attacks on OT – An Example of DoS
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Cross-layer Attacks:

• Data transfer fail

• PMUs collect wrong data

• Control center makes wrong decisions

DoS attack in active distribution power system:

• False load shedding amount

• System frequency performance decrease

Area 1 Area 4

Area 2 Area 3

Load 4

Load 3Load 2

Load 1
G4

G3G2

G1

Communication 
Links

Cyber Attacker

Physical Attacker

Physical Layer

Cyber Layer

Cross-Layer Attacks: DoS and PMU Attacks
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Cyberattacks Detection of IT/OT Architecture—affect privacy of head, electric and cooling customer privacy—>national 
security 

Privacy 
attack

Security OT via Cyber Aware Energy Management Systems

OT-Entity 1 OT-Entity 2
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Model-Free FDIA with a WGAN

Deploying a stealthy FDIA
 Bad data detector: Chi-square error test

 Tampering measurements: Dire consequences in the grid

Challenges:
o Pass the Chi-square test?
o Guarantee Convergence?
o Attack impact?

• Learn a proxy SE model

• Learn the sensor measurement distribution  Training a WGAN

• Embed the proxy model into the WGAN

No grid 
information

Proposed Solution:

Residual error test Proxy model

WGAN conditioned 
on measurements

State estimator

Chi-square test

min
𝐺𝐺

max
𝐷𝐷∈𝒟𝒟

𝔼𝔼𝐳𝐳𝐺𝐺,𝐳𝐳𝐷𝐷~ℙ𝑟𝑟𝔼𝔼�𝐳𝐳~ℙ𝑔𝑔 𝐷𝐷 𝐳𝐳𝐷𝐷 − 𝐷𝐷 �𝐳𝐳 + �𝐳𝐳 − AE∗ �𝐳𝐳 2
2 + 𝑤𝑤𝑧𝑧 � 𝑎𝑎(𝐳𝐳𝐺𝐺 , �𝐳𝐳)

min
𝐺𝐺

max
𝐷𝐷∈𝒟𝒟

𝔼𝔼𝐳𝐳𝐺𝐺,𝐳𝐳𝐷𝐷~ℙ𝑟𝑟𝔼𝔼�𝐳𝐳~ℙ𝑔𝑔 𝐷𝐷 𝐳𝐳𝐷𝐷 − 𝐷𝐷 �𝐳𝐳

�𝐳𝐳 − AE∗ �𝐳𝐳 2
2𝐫𝐫 = 𝐳𝐳 − �𝐳𝐳 2

2

𝐽𝐽 �𝐱𝐱 = �
𝑖𝑖=1

𝑚𝑚
⁄𝑧𝑧𝑖𝑖 − 𝑤( �𝑥𝑥𝑖𝑖) 2 𝜎𝜎𝑖𝑖2

�𝐱𝐱 = arg min
𝑥𝑥

𝐳𝐳 − 𝐡𝐡(𝐱𝐱) T𝐖𝐖−1 𝐳𝐳 − 𝐡𝐡(𝐱𝐱)

15



Numerical Results

 Learned measurement 
distribution

 Pass the Chi-
square test

 It stealthy changes the 
underlying 

power system states

Wealth of data 
from new 

sensing devices

Learning the underlying power system 
model through data

FDIA successfully 
deployed  
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Intelligent Electronic 
Devices (IEDs) Controllers

Programmable 
Logic Controllers

Remote 
Terminal Units

TCP/IP-based 
Protocols:

• TCP
• UDP
• Modbus
• DNP3
• C37.118

TCP/IP-based 
Protocols:

• TCP
• UDP
• Modbus
• DNP3
• C37.118

Higher-Level System
• Controllers
• SCADA
• Real-Time Applications
• Servers
• Web

Local Area Network

Cybersecurity Solution with HyperSIM and EXATA

EXATA Server 
Communication 

Network Simulator

Virtual 
Communication 

Links

HyperSIM

Real-Time Simulator
• Electromagnetic
• Electromechanical
• Mechanical
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Cybersecurity Solution with HyperSIM and EXATA

Real-Time Simulator

EXATA Server 
Communication 

Network Simulator

HyperSIM Simulator

Attack Editor

LabView
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Real-Time Simulator

IEEE 34-node system
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