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Digital Twins for Intrusion Detection

• Predict the dynamical response of a nonlinear cyberphysical
system under:

 parameter drift
 unseen driving signals
- anticipation of possible qualitative changes caused by 
dynamical bifurcations
• Real-time situation awareness with sparse updates
 in-time monitoring of hidden variables with partial and 

temporally sparse observations
 continual forecasting of the observables and hidden 

variables with partial and temporally sparse observations
• …

These requirements for a reliable digital twin 
becomes especially difficult when:
• the system is nonlinear
• the system is high-dimensional



Machine Learning Architecture: Adaptable Reservoir Computing



Lorenz-96 system

Predicting Dynamical Behaviors and Bifurcations
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blue: results with the 
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Anticipating Power System Collapse

true dynamical behaviors

anticipated by 
the digital twin



Real Time Monitoring and Continuing Forecasting with Sparse Updates

non-stationary 
external driving

prediction deviates without 
sparse updates

prediction with sparse updates 
at the vertical stripes

prediction of a hidden variable 
deviates without sparse updates

prediction of a hidden variable 
with sparse updates 



high-dimensional Lorenz-96 system
with 20 oscillators in a ring structure
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Parallel Reservoir Computing
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Parallel Architecture for High-Dimensional Systems
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Next

• Study applications to realistic electrical power systems
• Work with Nexant to incorporate the principle and methodologies of digital twins for AI-based 

intrusion detection into the existing industrial Operational Technology and Industrial Control 
Systems management software tools. 
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