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About OPAL-RT Technologies 5 iﬂ

. Founded in 1997 in Montreal, QC, Canada

. 350+ employees, growing sustainably

. 1000+ customers in all industries around the world
. 20% of annual revenue re-invested in R&D

. 40% academic, 60% industries

. 90% revenue from electrical and power electronics

sectors
. Markets

. HIL, RCP, real-time laboratories

* .and fast off-line and on-line close-to-real-time (cloud) International subsidiaries, offices and Excellence
simulation '

Centers:

. for education, R&D and all industries: energy, power o ,
electronic, automobile, off-highway vehicle, aerospace, » USA (Michigan, Colorado), Germany, France (Paris and
ships, trains ... Lyon), India, China, Brazil, Australia

Distributors:

||||||||

ERIR '";’S’:'zg‘g':&' « China, Australia, Japan, Korea, Singapore, Israel,
4 Ukraine, Kazakhstan, Oman, Pakistan, Qatar, Turkey,
Frper United Arab Emirates , Kingdom of Saudi Arabia
OPAL-RT 6
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Conceptual Cyber-Physical Testbed Architecture ; *p
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Aditya Ashok, et. al, “A Cyber Physical Security Testbed For Smart Grid: System Architecture And Studies”, Proceedings of the Seventh Annual Workshop on Cyber
Security and Information Intelligence Research (CSIIRW 11), Oak Ridge National Laboratory, Tennessee, 2011.
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Engineering Cyber-Physical Testbeds

Testbed Use Cases for CPS Security Experimentation on WAMPAC

o —————————————————

Vulnerability
Assessment Use
Cases — Systems,
Devices, Protocols

Impact Assessment
Use Cases — Data
Integrity attacks,
DosS attacks, etc.

Use Cases for Testing
and Evaluation of
Counter-measures

- ——————————
S ——_

Testbed Requirements

. R T T e T . e e e e ), e T hl
Il 1
| Hardware- !
| Federation & Standards '
| AL Virtualization Orchastration driven Matrice '
' loop |
e e e e e e e e e e |
Testbed Infrastructure Elements
P R e e e e e s S = = e e S = = B === [ A L e e L 1
Field Devices & ICS Control Cent; !
Real-Time Power o pr:tvo:::s Analytics el || Cyber Security Networking
System Simulation (Relays, PMUs, RTUs) (EMS & DMS) i Devices/ Tools components
—_—— =] i

) 4 E &
y,@_[w*’

Aditya Ashok, lowa State University - PhD Dissertation titled ‘Attack-resilient state estimation and testbed-based evaluation of cyber security for wide-area
protection and control,’ 2017.
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A Layered View for Cybersecurity Experiments
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An Integrated Simulator for Cybersecurity Experimentation
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POST ROAD

Dost Road Foundation

*  501(c)(3) non-profit, spun out of Harvard Kennedy School
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o
°
.
.
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Digital
Equity

 Focus on sustainable infrastructure for the 215t century:
cutting-edge connectivity networks for broadband and
associated synergies, like grid modernization

« Three activities: (1) policy research (incl. energy justice/ethics);

4 (2) develop fiber optic networks; (3) technology demonstration
CONNECTIVITY projects
« Funded by The Rockefeller Foundation, The Ford Foundation
A
and DOE.

Energy
Costs

" ROCKEFELLER
. FOUNDATION

_efficiency Z{‘\;\‘IL';AMPSHIRE
mA"P ;((/ {ElectHric Co-op % Stanford

University

&) FORDFOUNDATION

Economic
Development

»|>|<:cYBERLAW cLINic &y HARVARD

HARVARD LAW SCHOOL | BERKMAN KLEIN CENTER FOR INTERNET & SOCIETY UN IVERSITY

This material is based upon work supported by the U.S. Department of Energy’s Office of Energy Efficiency and Renewable Energy (EERE)
under the Building Technologies Office Award Number DE-EE0009780. The views expressed herein do not necessarily represent the views
of the U.S. Department of Energy or the United States Government.

Copyright by the Post Road Foundation. All rights reserved. 12
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Projects with Cybersecurity Concerns
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Industrial-native
Digital & Cyber Risk Solutions

Enabling reliable, safe and efficient digital production
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NREL's Cybersecurity Research for Future
Electric Grid
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Situational Awareness for Grid Anomalies

Objective: To deliver a high-fidelity and scalable transient dynamic simulations tool which models how the
control system responds in real-time to changes in system states resulting from cyber-physical events.

Data deception Load-casting
Communication latene Load-droppin
. & ppne @ Control and automation

Packets dropout Alternative Load-pulsing
Control center

f AGC Pimb f ‘
ref ACE . AGC : 1 \ o .
. ACGE calculation Aggregator Power flow and dynainic simulation
calculation and

discretization Transmission
Active/reactive T-D Physical
Data deception power flow Coupling
Communication latency fal
Packets dropout ’ Distribution 1 Distribution n
IIIustratign of the closed-loop AGC control and cyber-physical events Event ()
entry points generator 5 A
) . ( Communication
= Messages (packetized data blocks) are exchanged via the = E simulation
co-simulation end-point interfaces to enable the AGC ——...J Cyber event
Control provided by DERS generation Aggregator 1 Aggregator n
= Event can be generated with configurable event type, @Control and automation
start time, end time, target feeder, target devices, and lllustration of the co-simulation

event magnitudes. architecture



QUESTIONS o
SIMULATION AND SECURITY ASSESSMENT IN ICS

Do we need simulations for security
assessment in ICS?

How can we evaluate ICS cyber threats?
What is your approach to risk assessment?

Is there a difference between simulations for
assessing security tools vs assessing the
infrastructure?

20



SIMULATION AND SECURITY ASSESSMENT IN ICS R

How to simulate attacks for security

assessment?
* What approaches are best for legacy environments?
* s it possible to build a test environment given the high

heterogeneity of ICS?
* Whatis the best strategy to simulate anomalous states?

21



QUESTIONS W
SIMULATION AND SECURITY ASSESSMENT IN ICS

How could Al help with the design,

development, or operation of simulators?

 Can Al help with generating data for security assessment?

* Could you imagine any use of the advanced language
models (e.g. ChatGPT, BARD, BING, or local LLMs)?

22



SIMULATION AND SECURITY ASSESSMENT IN I1CS

How to validate the effectiveness
of machine learning/Al
technologies against cyber
intrusion?



SIMULATION AND SECURITY ASSESSMENT IN 1CS

How can simulations help with
prioritizing risks in OT networks?



