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Motivation

e Industrial Control Systems (ICS) are essential
networks of hardware and software that manage
industrial processes, such as water purification plants.

* Increased internet connectivity exposes ICS to cyber
threats, highlighting the need for robust security
measures and advanced anomaly detection techniques.




Anomaly detection is a field of study that focuses on
identifying unusual or abnormal behavior in data.

e Statistical methods

* Machine learning algorithms

* Data mining techniques

* Rule-based methods
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Objective 1: Develop an anomaly detection model using sequential patterns.

Objective 2: Develop an interpretable algorithm for cyber security experts

in ICS.
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* Handle missing values — robust to gaps in data.
* Handle irregular sampling - unifies inconsistent data collection intervals.

* Generalization — detects patterns across varying time intervals.

* Interpretability - offer clearer interpretation than continuous data.

I I_
ngadient 2 2
- 4 .
M M
L e L L L
H a
® » _ e
_® ® _ o’
H o oo ? .o

Robert Moskovitch, Temporal Data Analysis — a Reviey,

Data Mining and Knowledge Discovery, 2022.
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* Database consists of ordered events, in which each event is 1 time-unit long.

* Apriori property: If a sequence is infrequent,
then all its super-sequences must also be infrequent.

Example: < e a > is infrequent, then
< e a b > must be infrequent as well.

|
| 10 <badc>
| 20 < (bd) a (de) c b >
| 30 <adcb>
oooo Cﬂ“ooo ooooooo | 40 <ad(be)c>
S | 50 <cdbcab>




10
20
30
40
50

< >
<(bd)a(de)cb>
<adc(bc)>
<ad(bc)c>

<c(bc)cab>

MinimMum support =

N

Frequent Patterns
<a>
<ab>
<ac?>
<b>
< (bc) >
<bc>
<Cc>

<cc>

Support

5
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Real example of pattern:

“Water tank fills, then empties”

3 sensors: inflow pump - in, water level - level, outflow pump — out
Abstractions Levels: High —H, Low - L

<(in_H, level L, out L) (in_H, level H, out L)(in_L, level H, out H)>
“Tank Filling Up” “Tank Full”

“Tank Draining Down”

== \\ater Level (level)

Inflow pump (in) ===p 4= QOutflow pump (out)

13



Horizontal Support (HS)
HS of a pattern P in sequence S — The number of times pattern P is contained in S

SID Sequences

10 <bac>

20 <(b,da(de)cb> HS(< b >,20)=2
30 <adcb> HS(<a > 30) =1
40 <ad(b,e)c>

50 <cbcabc> HS(<cc>50)=3

<CcCpbcabc>
<Cbcabc>
<CcCpbcabc>




Mean Duration (MD)

MD of a pattern P in sequence S — Sum of time spans for each P instance in S, divided by P's

occurrences.

SID Sequences

10 <bac>

20 <(b,d)a(d,e)cb>
30 <adcb>

40 <ad(,e)c>
50 <cbcabc>

MD(<b > 20)="==2=1

MD(< ¢G>, 50) =" = = = 4.33
<cbcabc>
<cbcabc>

<C

bcabc>



Attack Periods Anomaly Detection

Sinlc_le\égggll:shcgns |osé seen as of sensor data, sequential
patterns that are considered will appear
as
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Raw Time-Series to Sequence database

Raw Time-Series
T Timestamps

A
//’/.\”\/—‘\’\/'—/‘
N Sequence database
semors N T |
Sliding @ 20 < (CD...Q) (BE..Q) (BF..G)>

Window L
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Raw Time-Series to Sequence database

Raw Time-Series
T Timestamps

N Sequence database

Sensors <

20 < (CD...Q) (BE..G) (BF..G)>
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Raw Time-Series to Sequence database

Raw Time-Series
T Timestamps

<

Sensors

20 < (CD...G) (BE..Q) (BF..G)>
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Raw Time-Series to Sequence database

Raw Time-Series
T Timestamps

<

Sensors

20 < (CD...G) (BE..G) (BF..G)>
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Raw Time-Series to Sequence database

Raw Time-Series

N
Sensors

<

T Timestamps

Sequence database

20 < (CD...Q) (BE..G) (BF..G)>
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Raw Time-Series to Sequence database - Tiep

We also introduce and evaluate a more efficient approach for sequence extraction - “Tiep” (Time Interval Endpoint).
* Aims to mitigate scalability issues in high-resolution data.

* Unlike traditional methods, focuses only on starting time points.

 Significantly reducing computational overhead and memory usage.

Full Original Sequence:
< (CDQ) (BEG) (BFG)>

j‘> Tiep Sequence:

< (CDQ) (BE) F >

23



Raw Time-Series to Sequence database

Raw Time-Series
T Timestamps

N Sequence database

Sensors <

20 < (CD...Q) (BE..G) (BF..G)>
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Sequential Pattern Mining

Sequence database Frequent Patterns  Support
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Dataset

Secure Water Treatment (SWaT)

« Source: iTrust, Singapore University of Technology and
Design " Timestamp | Fmiol | uriol | | mvior | Pioi | Pi2 | Am202 |

» URL: https://itrust.sutd.edu.sg/itrust-labs_datasets/ Laiasy | oslesnd | il | 2 1| i
. _ - . - 2.457163 261.1879  244.3284 2 2 1 8.19008
* Objective: Evaluate anomaly detection in industrial 2439508 2609131 2443288 2 2 1 819008
2.428338 260.285 244.3284 2 2 1 8.19008
ContrOI 2.424815 259.8925 244.4245 2 2 1 8.19008
Dsydéenmso two parts: (1) Training set and (2) Test set 2425456 2600495 2445847 2 2 1 819008
. . 2.472857 260.2065 244.5847 2 2 1 8.19008
° Tralnlng Set: 7 dayS Of normal Operat|0n data 2.513532 260.5991 244.5847 2 2 1 8.19008
* Test set: 4 days of data with 36 injected cyber-physical attacks 2559972 261.0309  244.5847 2 2 1 8.19008
2.598085 261.1093 244.809 2 2 1 8.19008
2.630753 261.7766 244.809 2 2 1 8.19008
2.649329 261.7766 244.809 2 2 1 8.19008
2.654133 261.8944 244.8731 2 2 1 8.19008
2.646446 261.6589 244.8731 2 2 1 8.19008
2.625949 261.2664 245.0333 2 2 1 8.19008
2.61602 260.8346 245.0333 2 2 1 8.19008
2.609935 261.0309 245.0333 2 2 1 8.19008
2.602889 261.1093 245.0333 2 2 1 8.19008
2.587516 260.9916 245.0333 2 2 1 8.19008
2.573103 261.3056 245.0333 2 2 1 8.19008
2.556769 261.6589 245.4499 2 2 1 8.19008
|
28


https://itrust.sutd.edu.sg/itrust-labs_datasets/

Research Questions

Which has the best performance in abstracting our data?

Which has the most effective performance between frequent patterns and transactions, such
as ) , and ?

Which state-of-the-art , including OneClassSVM and SGDOneClassSVM,

achieves optimal generalization on our data and has the best performance when utilizing them?



Research Questions

® What are the best framework parameters?

® What and which results best?

® Which works best for anomaly detection purposes?

® What and balance mining complexity with detection accuracy?
® How does using impact detection accuracy and interpretability?

® How does the approach compare with statistical, shallow learning, and deep learning baselines?

® Can the technigue accurately diagnose anomaly causes by mapping deviations to contributing patterns

and sensors?
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Key Results

Avg. ROC- AUC

Average AUC for different number of bins Average AUC for different representations
0.84 0.84
0.82 0.835
0.8
9 0.83
0.78
=
o 0.825
0.76 8
" 0.82
0.74 :>tn
0.72 0.815
0.7 0.81
0.68 0.805
3 4 S 6 7 8 Binary Horizontal Support Mean Duration
Number Of Bins Similarity Measure
Average AUC for different number of frequent patterns for each Classifier
0.9
0.8 / ——i H— S e —
0.7
v 06
e
S 0.5
“ 04 @ OneClassSVM
5 @ SGDOneClassSVM
0.3
0.2
0.1
0 Number Of Frequent Patterns
10 50 100 200 300 500
32




Overall Results

SWaT * P-Precision, R-Recall
Method

p * R * AUC F1
MERLIN 0.656 0.2547 0.6175 0.3669
LSTM-NDT 0.7778 0.5109 0.714 0.6167
DAGMM 0.9933 0.6879 0.8436 0.8128
OmniAnomaly 0.9782 0.6957 0.8467 0.8131
MAD-GAN 0.9593 0.6957 0.8463 0.8065
USAD 0.9977 0.6879 0.846 0.8143
MTAD-GAT 0.9718 0.6957 0.8464 0.8109
CAE-M 0.9697 0.6957 0.8464 0.8101
GDN 0.9591 0.6957 0.8462 0.8101
GRN-50 0.9972 0.5921 0.8781 0.7389
GRN-100 0.9986 0.5909 0.8845 0.7496

Our best algorithm: 0.998 0.583 0.8646 0.736




Main Problems

Problem: AUCs with values lower than 0.5
 Indicates poor novelty detection performance
» Suggests issues in the model or algorithm

Investigation and Identified Problem
» Algorithm choice: OneClassSVM
» Potential causes: Overfitting and poor generalization

Solution: Switch to SGDOneClassSVM

» Better performance on large datasets

» Less prone to overfitting

» Improved generalization and higher AUC scores

Histogram of AUC Scores - Splitted

OneClassSVM
SGDOneClassSVM
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Future Research Directions

More datasets

Evaluation with TIEPs
Explainability

Using TIRPs

Using TIRPs with Similarity
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Robert Moskovitch, Yuval Shahar, Classification Driven Temporal Discretization of Multivariate Time
Series, Data Mining and Knowledge Discovery, 29, 4, 871-913, 2015.
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before (<)

meets (m)

overlaps (0)

finish-by (fi)

contain (c)

start-by (si)

equal (=)

Ae< B.s && B.s - A.e < max_gap
A.e =* B.s

E & E
As< Bs&&Bs< Aed&& Ae< B.e
As< Bs&iAe= B.e
As< Bs&kBe< Ae

As= Bs&&Be< Ae

A.s =* B.s && A.e =* B.e




A is a conjunction of pairwise temporal relations

TIRPs have several metrics, which can be predictive
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— how many patients have the TIRP in the database

— how many instances (episodes) of the TIRP were in the past hours (or weeks)

— what is the average duration of these instances



Time Intervals Related Patterns Discovery —
an illustration

Procedures
Conditions
Drugs

Patient 1

Procedures
Conditions —
Drugs — — el

Patient 2

Procedures —
Conditions — —_—
Drugs

—————————————————————————————————————————

Patient 3
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Moskovitch et al, Outcomes Prediction via Time Intervals Related Patterns, IEEE

International Conference on Data Mining (ICDM), 2015
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Temporal Time Interval
Abstraction Mining
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Methods
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Moskovitch et al, Fast Time Intervals Mining by Exploiting the Transitivity of Temporal
Relations, Knowledge and Information Systems, 2015.




Temporal Patterns :>
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Root >> HBAI1C.Inc >>

UpP
Measure Value RELS SYMB A~ VS LHS GHS - RELS SYMB VS ¥ LHS GHS d Property:  gender >
FUN6SEN  sefore  Dieteresbec 4 119 0.9 -_--- gender
Vert support 221 Meets Diabetes.Lec 260 1.07 0.14 Before ~ HBAIC.Stab 103 .0 =]
Local Horz support  1.054 COverlaps  Diabetes.Inc 285 1.05 0.15 =0
Global Horz support 0.114 Contains  Diabetes.Inc 569 1.46 0.4 1
Maximum depth 2 Meets Diabetes.Inc 276 1.07 0.14 i
Level 2 Before Diabetes.Inc 1.18 0.29
# Next Level 2 Starts Diabetes.Low 319 0.16
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o) Visual Karmalego - Main_-Index.karmac

File  Tools
Root >> HBAIC.Inc >> Diabetes.Inc >>
UP
Measure Value RELS SYMB VS

LHS GHS

Vert support 137 Before ~ HBAIC.Stab 103 1.01
Local Horz support  1.036
Clobal Horz support 0.07
Maximum depth 1
Level 3
# Instances 142
# Next Level o]
6 41 |D Label
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D Property ! D Property [ ID  Property - [ Limit H Support Average Pattern
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l Level Property #1 Property #2 Property #3 Property #4 Property #5 Property #6 Property #7 Property #8 Relations H Support V Supr

6 HBAIC.Inc Cholesterol.Inc  HBAI1C.Stab Cholesterol.Stab  Clucose.Stab HBAIC.Dec e.b.b.b.b.e.b.b.e.e.b.b.b.b.b. 148 0.07

7 HBAIC.Inc Cholesterol.Inc  HBA1C.Stab Cholesterol.Stab  Clucose.Stab Creatinine.Stab  HBA1C.Dec e.b.b.b.b.e.b.b.e.e.b.b.e.e.e.b.b.b.b.b.b. 118 0.06

6 HBAIC.Inc Cholesterol.Inc HBAI1C.Stab Cholesterol.Stab  Creatinine.Stab  HBA1C.Dec e.b.b.b.b.e.b.b.e.e.b.b.b.b.b. 131 0.06

51 HBAIC.Inc Cholesterol.Inc  HBA1C.Stab Glucose.Stab HBAI1C.Dec e.b.b.b.b.e.b.b.b.b. 159 0.08

6 HBAIC.Inc Cholesterol.Inc  HBAI1C.Stab Clucose.Stab Creatinine.Stab  HBAI1C.Dec e.b.b.b.b.e.b.b.e.e.b.b.b.b.b. 122 0.06

5 HBAIC.Inc Cholesterol.Inc  HBA1C.Stab Creatinine.Stab  HBA1C.Dec e.b.b.b.b.e.b.b.b.b. 138 0.07

4 HBAIC.Inc Cholesterol.Inc  LDL.Stab HBA1C.Dec e.b.b.b.b.b. 133 0.06

5 HBAIC.Inc Cholesterol.Inc  LDL.Stab Cholesterol.Stab HBA1C.Dec e.b.b.b.b.e.b.b.b.b. 120 0.06

4 HBAIC.Inc Cholesterol.Inc ~ Glucose.Stab HEBA1C.Dec e.b.b.b.b.b. 173 0.08

5 HBAIC.Inc Cholesterol.Inc ~ Glucose.Stab Creatinine.Stab  HBA1C.Dec e.b.b.b.b.e.b.b.b.b. 130 0.06

4 HBAIC.Inc Cholesterol.Inc  Glucose.Inc HEBA1C.Dec e.e.e.b.b.b. 147 0.07

6 HBAIC.Inc Cholesterol.Inc  Glucose.Inc HBA1C.Stab Cholesterol.Stab HBA1C.Dec e.e.e.b.b.b.b.b.b.e.b.b.b.b.b. 0.06
-——————————-
6 HBAIC.Inc Cholesterol.Inc  Glucose.Inc HBA1C.Stab Glucose.Stab HBA1C.Dec e.e.e.b.b.b.b.b.b.e.b.b.b.b.b. 0.05

5 HBAIC.Inc Cholesterol.Inc  Clucose.Inc Cholesterol.Stab HBA1C.Dec e.e.e.b.b.b.b.b.b.b. 131 0.06

6 HBAIC.Inc Cholesterol.Inc  Glucose.Inc Cholesterol.Stab  Glucose.Stab HBAIC.Dec e.e.e.b.b.b.b.b.b.e.b.b.b.b.b. m 0.05

5 HBAIC.Inc Cholesterol.Inc  Glucose.Inc Creatinine.Stab  HBA1C.Dec e.e.e.b.b.b.b.b.b.b. 104 0.05

4 HBAIC.Inc Cholesterol.Inc  Creatinine.Stab HBAIC.Dec e.b.b.b.b.b. 163 0.08

3 HBAIC.Inc Glucose.Dec HEBA1C.Dec b.b.s. 248 0.1

3 HBAIC.Inc Glucose.Dec HBAIC.Dec F.b.b. 106 0.05
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Visualization of Predictive TIRPs in Two
Populations

< < %X N ['\/\5

a. Population 1 TIRPs Tree b. “oou2ton ~ TIRPs Tree
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c. The Populations Unified TIRPs Tree



OtbaL 0 © h XA 6 = & R o QA O

DataSets Upload Analysis States Entities TIRPs TIRP entities Discriminative TIRPs TIRPs TIRPs Table PTIRPs PTIRPs Table
mit TIRP Size
Anion gap 4 in Serum or Plasma.High Anion gap 4 in Serum or Plasma.High Anion gap 4 in Serum or Plasma.High
Anion gap 4 in Serum or Plasma Low Anicn gap 4 n Serum o Plasma Low Anion gap 4 i Serum or Plasma Low max 100 0/0
v Anion gap 4 in Serum or 7 Anion gap 4 n Serum or ” Anion gap 4 in Serum or
. Plasma Medium - . Plasma Medium ~ . Flasma Medium -
{ » { » { »
Borderby  EM.H.S pValue EM.M.D pValue
Explore TIRP
1914 TIRPs having >= 10% vertical support
1002 g ? PPO Mean Presentation (Pop 1/ Pop 2) - TIRP #1788

- V.S- 73%/34% , M.M.Duration- 59,19/100 , M.H.S- 10.1/6.29
Q. :
o 80%
Q.
e Systolic Ambulatory Blood Pressur
8 60%
g- Systolic Ambulatory Blood...
V0
]
=
E 20%
>
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Guy Shitrit, Noam Tractinsky, Robert Moskovitch, Visualization of Frequent Temporal Patterns in Single or Two
Populations, Journal of Biomedical Informatics, 2022.



TIRPs
— == Qi={AcB,A<y,B<y}
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ltzhak et al, Continuous Prediction of Temporal Pattern Completion, PAKDD 2023



*The idea is to develop a similarity function for a TIRP,
based on their time intervals duration, and temporal
relations

* Use that for Anomaly Detection

e Use that for COPE identification



A is a conjunction of pairwise temporal relations

TIRPs have several metrics, which can be predictive

o — — — — — —————— — — — —

B CDE

" . Alo|<|< <
il & clo

D m

N o o o o - - - - - - - - - - - S G G S ———— — —

— how many patients have the TIRP in the database

— how many instances (episodes) of the TIRP were in the past hours (or weeks)

— what is the average duration of these instances



e Using the function for
* How the patterns in the data are similar or anomaluous?
-> , and how? Using a threshold
* Include explainability — which patterns, and how different?

e Using the function for
» After having a TIRP that idenitifies a COPE (system situation)
* How is it?
* Or how than common appearance
* —will give much



* A major problem in multivariate time series classification is the
can be useful here as well, as

2 L e Features + Class

Multivariate N TR T
Time Series

Objects

Time
. :> Temporal |:{> Intervals |:> ::;':us";: I:> Classifier

IR Abstraction .
Mining

Domain Computational
Expert Abstraction

Methods

Moskovitch et al., Data Mining and Knowledge Discovery, 2015



Unsupervised Discretization:
EWD and SAX

the continuous values range is ,
divided into k equal bins (states)

EWD

ymbolic Aggregate approXimation
Based on

\

, A time series
(Keogh et al.,2003).

f‘:}t{\ //_/—\ [ ’/_.
s/ I =

SAX - 4 states




* That Temporal Variable i > expected
accurn
Class 0 Class 1
e TD4C riable into
mean
* Havin requent
TIRPs
L M H L M H
Moskovit me series,
Data Min




0 Given C = {c C,ne C }cIasses entities divided into {E., E,..E }sets of entities per class and T =
{t1' t,.t }temporal variables, and A —a TD4C abstrac ion method

[ The problem is to find the set of for temporal t that the difference
in the dominant states in each class.

[0 Thus, we want to measure distribution of the states in each class entities, and to measure
when these are most different.

[0 For that three measure were determined:

k C

o EntrOpy Elcl= — Zp‘ . lognp‘ J Z Z |E(C) E(C )l

. =1 )=i+1
=1

e Cosinus . veu ¢
similaritylv,u) = D= similarity(c;, c;
)= Gp 2= 2, smiarityleu)

i=1j=1

e Kullback-Leibler KL(,,,Q):ipi]og(Z_i) p=Y. Z KL(coc;)



[0 KarmalLegoS enables to mine TIRPs with 7 (Allen’s original) or 3 more general temporal
relations

A
beforw\@ B Ae< B.s&iBs-Ae< max_gap
%‘E‘?-%RE A "
eets (m) B Ae= B.s
A
/e RL(B)P B As< Bs&&Bs< Ae&iAe< B.e
A
finish-by (fi) B As< Bs&iAe= B.e
% A
cont@c) B As< Bs&iBe< Ae
A A
st (si) B A.s =* B.s && B.e <* A.e
@) A
equal (=) B As= B.s&iAe= B.e







- 645 patients who underwent at the AMC in Amsterdam

(2002-2004). Includes over 12 hours of High and Low frequency.
196 patients were mechanically ventilated for more than 24 hours (70%), and the rest

were 449,

Contains diabetic patients data along 5 years (2002-2007) from Israeli HMO,
measured monthly , values and medication purchased.
992 males and 1012 females, havmg a quite (¥50%) dataset.

— Laboratory measurements of and C patients, admitted in Japan. Eleven

temporal variables, having the top vertical support.
204 Hepatitis B patients and 294 Hepatitis C patients (~¥60%).



Training

Test

Class 1
data

Class 2
data

O
O

Class n
data

Single
Entity data

KarmalLego L
Training Matrix
KarmalLego i i \U/ (Entities\TIRPs and
labels)
KarmaLego JIRFS
TIRPs Feature
Karmal.ego Selection
Signle Induced
KarmalLego Viectonor TIRFS Classifier

Class




* To evaluate KarmalegoS 5 experiments were designed for the various parameters in the
KarmalegoS framework, including:

(KB, EWD, SAX, TD4Cs)
(3,4)
(3,7)
(Binary, HS, MeanD)

* For that experiments we designed and ran on using
and , compared according to the Accuracy measure.



Exp 2 - Diabetes - Relations vs TIRP Representations Exp 2 - ICU12h - Relations vs TIRP Representations
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Exp2 - Diabetes - abstraction

methods vs Number of Bins

Exp2 - ICU12h - abstraction methods vs Number of Bins

73 X ‘
@ i ®KB 78 : ®KB
A EWD 77 A EWD
68 ® ®
§ B SAX § 76 W SAX
§ 63 = +TDAC_Cos :3: 75 + TDAC_Cos
< X TDAC_Ent < 74 X TDAC_Ent
58 4 @ TDAC_KL o X ® TDAC_KL
A 4
53 t 72 |
| Bins| 4 3 | Bins| 4 3
Exp2 - Hepatitis - abstraction methods vs Number of Bins Exp2 - ALL - abstraction methods vs Number of Bins
79 X % :
X
77 = ® 75 : ®KB
+ A EWD ® 2 P—
75 u 73 =
M SAX
g 73 g =4 m SAX
g 71 +TDAC Cos g n +TDA4C_Cos
< < 69
69 TDAC_Ent TD4C_Ent
67 = ® TD4AC_KL el A - e
65 | 65 T !
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* TD4C is a good measure to the separability potential of a temporal
variable, given a class.

* Using the will the final

* To answer that:
e The TD4C scores for each variable are presented

* The classification results with the top sets of variables are shown

* The experiments were performed with the settings:



Diabetes

PropertyName Ent Cos KL
Creatinine FULL ' 0.87 0.87 0.33
Cholesterol FULL 0.37 0.31 0.05
Albumin_ FULL 0.27 0.28 0.03
BetaBlockers 0.23 0.22 0.02
Glucose FULL 0.23 0.20 0.02
LDL FULL 0.21 0.18 0.02
CCB 0.12 0.09 0.01
HBA1C FULL 0.13 0.09 0.01
Other 0.11 0.10 0.01
Diabetes 0.10 0.09 0.00
Statins 0.14 0.09 0.01
Ace 0.07 0.04 0.00

0.16
0.69
0.24
0.20
0.16
0.15
0.13
0.07
0.08
0.07
0.07
0.08
0.04

ICU12h

PropertyNEnt Cos KL

FiO2
Mpeep
CVD

BE

Cl
Glucose
ABPm
Hf
CKMB
Temp

0.69
0.41
0.46
0.39
0.37
0.47
0.31
0.25
0.25
0.24

0.54
0.49
0.48
0.31
0.32
0.24
0.28
0.22
0.20
0.19

0.16
0.10
0.08
0.05
0.04
0.05
0.03
0.02
0.02
0.02

0.26
0.46
0.33
0.34
0.25
0.24
0.25
0.21
0.16
0.16
0.15

Hepatitis_FULL
PropertyName
ALP

LDH

TP

ALB

D-BIL

GOT

GPT

UA

T-BIL

I-BIL

0.64
0.66
0.50
0.34
0.26
0.22
0.19
0.22
0.17
0.13

0.61
0.61
0.45
0.32
0.30
0.25
0.19
0.17
0.15
0.05

Ent Cos KL

0.15
0.15
0.08
0.04
0.03
0.03
0.02
0.02
0.01
0.01

0.23
0.47
0.47
0.34
0.23
0.20
0.17
0.13
0.13
0.11
0.06



Exp 4 - Diabetes - Abstraction Methods vs Number of Variables

Exp 4 - ICU12h - Abstraction Methods vs Number of Variables
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TIRPs
- == Qi={AcB,A<y, B<y}

Q,={CmB,C<y,B<y}

— _Q3={EmFIE<GIE<y’F<GIF<YIG<V}

Detected TIRPs Instances

. Dy,

[ T T I’_

" i I
s, - | S —
pt_c |, ¢ | |

L N O - ] I— e . [ e ]
[F]: ¥ [F3 CFd [CF]
i

tc Time



- TIRPQ

o~
[

At any timepoint (e.g., tk, tZ, t2, and t}), we aim to continuously
estimate the probability of the TIRP’s completion.

Nevo Itzhak, Szymon Jaroszewicz, Robert Moskovitch, Continuously Predicting a Time Intervals Based Pattern Completion
Towards Event Prediction, PAKDD, Osaka, Japan, 2023.



Q—TIRP of interest

. . A (0] <
p¢. - denote a prefix representing the observed part of Q at ¢,
St - denote the remaining part of Q at ¢, that is expected to occur. B <

B P'r(ptclsff)Pr(sfc) B Pl‘(PrC,Src) - Pr(@) Pr{AoB,A<C(C,B<C(})

Pr(Qltc) = Pr(se.|pe,) Pr(p.) Pr(pe, ) Pr(pe,) Pr({A o B))

Q - TIRP of interest O

p¢, - denote a prefix representing the observed part of Q at ¢, 0\)‘\.\0(\

St - denote the remaining part of Q at t. that is expected to occur. °~x3° z&é

&
\)o,\\(\e'
. Dl le YDal o ) Dl <« ) n._/rQ _ Pr{AoB,A< C,B< ()
t,) Pr({A o B})

Slide 71 out of 25



Q— TIRP of interest
P¢, - denote a prefix representing the observed part of Q at ¢,

St - denote the remaining part of @ at ¢, that is expected to occur.

Pr(pe,|se)Pr(se,) _ Pr(pe,s Pr(Q) Pr(fAoB,A<C,B<C
PT(Q|tc)=P7"(StC|ptC)= I(Prclsr(-) f(srf)_ 1([71(_ %t(_)_ r(Q) _ r({Ao < < })

Pr(p:.) a Pr(p;,) a Pr(p;,) a Pr(____ )
S i i
1 | 'c
- = : The Pred! ’
1 L )
te Time

Methods

Slide 72 out of 25



Temporary Equals ( — )
(i) A*+=B*+

tc

A*
B*

Unknown

)

N
OR
\d

A Starts B B Starts A Equals

Temporary Finished-by ( fi )
(i) A"+ <B*+ t,

e
A B* Unknown
> Methods
N
OR
v

Overlaps Finished-by Contains

Possible evolving temporal relations, given that the start times of a pair of unfinished STls
are known.

Slide 73 out of 25



(i) TIRP Schematic Representation

<A+> <A+, B+> <A+, B+, A-> <A+, B+, A-, (B, C+)>
I A I
. B
I T C
1 1 | >
A+ B+ A- (B-, C+) C- Time
(ii) TIRP-Prefixes Half Matrix Representation
B* * *
A+ B+ —  A- B (B-, C+) B C C. B C
—> A* —> A*| fi —> A E — Alo|< —> Alo|<
B |m | B m
(iii) TIRP-Prefixes Schematic Representation
A+ 1 Bt a1 A- a1 (B-, C4) i C- [
> I > B > [B* 1 —> Bl 1 —> | B I
[ I I LC™y C |
tl <B+ tg < A- tg’ < (B-, C+) t% < B- ti’

A TIRP of interest is divided into TIRP-prefixes that are part of the

TIRP’s evolving process Slide 74 out of 25



(i) TIRP-Prefix Schematic Representation (ii) TIRP-Prefix Half Matrix Representation

tc adjJump =2 adjJump =3
| N B CD B CD D
| B* Alop?|7? Alo|o|7? Alo o

‘ T
o Unknown B o?|e>B o|lo|®>»B o
D* B* C* D* C (o} C o C o

Time A*| fi| fi | fi Methods

OR B* fl ]57, OR --- — B C D
v ) — Al c | c Joic
—T3 _---.: ...... I EEELEE ! C fi B c| o
— — e R T ' B C D B CD c o
S 1. . > B C D
N 3 o o Alcp?|? Aflc|c T AleTele
] i : : B cp?|e>B C [oVfilc B c | fi
T ) C o C o o °
B C D
Alc|c]|c
B c|c
C o

For four unfinished symbolic time intervals, a naive generation of all the suitable temporal
relations among them requires generating up to 3(**=/2 = 36 = 729 patterns

Slide 75 out of 25



ptc = A+ < B+ <A-
S§t, =<B-<C+<C-

| i

A | |

= 1

B e : ol :

< di > < da > ds : C . ;
A+ B+ A- I Time

Time durations d1, d2, and d3 are based on tieps A+, B+, A-, and tc, which
are used as features for the classifiers to perform the TIRP’s completion prediction.

Instance d1 d2 d3 |...| dk Class
1 1 2 12 |...| 0 1
2 9 12 1 |...| O 0




TIRP's Completion Qpserved

STI Series

Probability

A

B C «<——GAP——> D S
A+ B+ (B-,C+) (A-,C-) D+ D-
1 A 7(?% revea.led ¢

time portion \ | . o Y [
05 - - e e i - EECEE R

o T=
e © o o ©

o—_ .

Time

An alert could be raised after the probability was consistently
exceeded for some pre-defined decision time delay



A.Which CPM performs better, in terms of prediction
performance and earliness, in predicting the
completion of a TIRP?

B. Which value of T performs best, in terms of
prediction performance and earliness, in predicting
the completion of a TIRP?



Table 1. The evaluation datasets’ parameters

Name #Ent #Var #Timestamps Granularity #2EntEvent #TIRPs

CSP 329 13 720 minutes 115 (35%) 257
AHE 1,000 4 238 hours 500 (50%) 246
DBT 1,710 12 24 months 239 (14%) 256
EFIF 823 15 144 weeks 121. (15%) 529

We evaluated the proposed models using four real-life datasets:

1. CSP dataset — ICU patients, who underwent cardiac surgery
Event: low cardiac index with values lower than 2.5 L/min/m

2. AHE dataset — ICU patients from multiple ICUs, in which half of the patients had acute
hypertensive episodes
Event: AHE onset

3. DBT dataset — Type Il diabetes patients
Event: high Hemoglobin A1C with values greater than 9%

4. EFIF dataset — elderly first fall of residents
Event: First fall
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ANN performed better than the other models.
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More accurate models need more time to
make decisions.

SCPM provided the latest predictions

NB and RF provided the earliest predictions.
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Continuous TIRP's completion prediction

Uncertainty related to evolving temporal relations
and our solution-- TIRP-prefix representation

CPML based on an ANN outperformed other models
with 1.5% AUROC on average, while CPML based on
NB or RF provided early TP predictions.
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* Omer Harel, Robert Moskovitch, Complete Closed Time Intervals-Related Patterns Mining, The 35th AAAI
Conference on Artificial Intelligence (AAAI 2021), Vancouver, Canada, 2021. Rank A*

* Nevo Itzhak, Szymon Jaroszewicz, Robert Moskovitch, Continuously Predicting a Time Intervals Based
Pattern Completion Towards Event Prediction, PAKDD, Osaka, Japan, 2023.

* Nevo Itzhak, Maya Schvetz, Itay Pesach, Robert Moskovitch, Acute Hypertensive Episodes Prediction,
Artificial Intelligence in Medicine, 2023.

* Maya Shwetz, Lior Fuchs, Victor Novack, Robert Moskovitch, Outcomes Prediction in Longitudinal Data:
Study Designs Evaluation, use case in ICU Acquired Sepsis, Journal of Biomedical Informatics, 2021.



[0 Patient with suspected infection

[ ldentified by administration of antibiotics and sampling of body fluid

[0 Patient with Sequential Organ Failure Assessment (SOFA) score >= 2

[0 SOFA determines the extent of a person's organ rate of failure

[0 ICU-acquired Sepsis is defined as one that started at least 48 hours after admission

/ ICU Acq}{ired Sepsis
: : : ——  — — ] =
Maya Shwetz, Lior Fuchs, Victor Novack, Robert Moskovitch, Outcomes v T .
. . . . . . . . Admission First 2 daysin ime interval o ours,
Prediction in Longitudinal Data: Study Designs Evaluation, use case in ICU | \ starttime SOFA>=2 /
Acquired Sepsis, Journal of Biomedical Informatics, 2021.



[ Case-Control design relative to the outcome

[l Case-Crossover design with sliding window approach

0 Sliding window (Case-Crossover-Control)

Cohort Subject

z

Negative Negative Negative
Window Window Window
6/12 hours 6/12 hours 6/12 hours

Positive
Window
6/12 hours

ICU Acquired Sepx
A

Start TIME

p
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e Case-Control design relative to prior event, admission start time, to
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* Artificial Intelligence in Medicine (AIM) — one of the most important domains for
human kind health

» Covers many research topics: , , , and
* In recent years with the breakthroughs in , there are tasks in
medicine, such as that benefited significantly. However, also
, especially in . Al was used in automating
treatments, consisting on , which were computerized.

* The speakers will cover ideally the following topics:

in medical data (outpatient, or inpatient data, or
ICU).



Order of Country | Full name Institution Email address Research field Expertise/reason for choice
preference
1 Israel Dr. Mor Peleg Haifa University peleg.mor@gmail.com Al for medicine Chief Editor, Journal of Biomedical
Informatics
2 Israel Dr.Erez Tel Aviv University | shmueli@tav.ac.il Breathing Had made meaningful
Shmueli Complications contributions in that field
Diagnosis, BIG
DATA in Medicine
3 Israel Dr.Eran Segal | Weitzman Diabetes data Well known studies around the
Institute analytics world
1 Japan Dr. Takanori M&D Data tk.hasegawa@gmail.com bioinformatics Human genome, transcriptome,
Hasegawa Science Center, epigenome, metagenome
Tokyo Medical https://www.hase62.|p/ analysis, and clinical data for
and Dental personalized and preventive
University medicine through modelling,
. . | _prediction and inference
2 Japan Dr. Shuhel RIKEN-AIP Shuhei.kurita@riken.jp Vision and Vision and Language are two most
Kurita Language important and popular fields in
https:/{shuheikurita.github.io/ generative Al.
3 Japan Dr. Ryoma Bise | Kyushu University | bise@aitkyushu-u.ac.jp Computer Vision - Pathological image
for bicinformatics Segmentation/Classification,
Cell Tracking
- Many papers published in top-

tier conferences




* While most of the works and methods developed in machine learning ignore time, dues to challenges and

intention to simplify problems, is available more and more in recent years with the
advancements of the Internet of Things.

* Thus, temporal data analytics is an important topic in many applicative domains, such as security in
computers networks, intensive care unit and generally medicine, predictive maintenance and more.

e Otherrelevant tasks are in stocks, and other domains, in which sensory data are available. In
recent decades there is a growing interest in discovery of frequent , such as
patterns, time intervals patterns and other, and their use for various tasks, such as , and more.



Order of Country  Full name Institution Email address Research field Expertise/reason for choice
preference
1 Israel Mark Last Ben Gurion - mlast@bgu.ac.il Data Mining Had made several works in temporal
University | data analysis
2 Israel Assaf Shuster | Technion . assaf@cs.technion.ac.il Data Mining Is working in time series data
1 Japan Koji Inoue Kyoto University = Inouve.koji.3x@kyoto-ua.c.jp Spoken dialogue | Highly evaluated young researcher in
- http:f/www.sap.ist.i.kyoto- systems, the field:
- v.ac.jp/members/inove/ Multimodal signal | http://www.sap.ist.i.kyoto-
processing, u.ac.jp/members/inoue/profile_.htmil
Human-robot
interaction
2 Japan Sho Yokoi Tohoku yokoi@tohoku.ac.jp Natural Language | Active researcher whois also with
University http:/iwww.cl.ecei.tohoku.ac.jp/-yokol/ Processing RIKEN-AIP.




