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Abstract: The modern power industry becomes more vulnerable to cyber events due to the growing 
interconnectivity, interdependence, and complexity of the electric power grid. High-fidelity modeling 
and simulation tools that support the preventative risk analysis on potential cyber-relevant events is 
essential for ensuring the situational awareness of the system operator as it provides an inexpensive 
and risk-free environment to test the system responses under various cyber-relevant events, and 
hereby can support research on cyber anomaly detection, optimal protective resource allocation and 
mitigation measures. In this webinar, we will share NREL’s cybersecurity research capabilities by 
highlighting the development of a scalable cyber-physical event test bed and demonstration with real 
hardware in the loop. The developed cyber-physical event test bed is backboned by an integrated 
transmission, distribution, and communication dynamic co-simulation framework and a plug-and-play 
cyber event generation module. It is designed to be modular and compatible with parallel computing, 
and thereby supports large-scale system simulations at an affordable computation cost. The test bed 
can capture millisecond-to-minutes dynamic frequency and voltage responses under cyber events 
from the bulk transmission system to the active distribution systems and distributed energy resources 
at the grid edge. 
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