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Abstract: I will begin this talk on electric grid cyber-security by motivating the current urgent need for 
grid cybersecurity research. Next, I will briefly cover the standard threats in literature and discuss how 
experts seem to be inconsistent in their evaluation of the impact and likelihood of these attacks. I will 
show that the grid modeling and simulation are at the heart of these inconsistencies. In the second 
half of this talk, I will cover two of my recent works on grid cybersecurity, first on a novel anomaly 
detection algorithm: Dynwatch. The method combines grid physics with state-of-the-art ML-based 
data-mining techniques to identify and localize disturbances on the electric grid. In the second ongoing 
work, I will discuss the development of an ML-based warm-starter to significantly fasten the speed of 
cyberthreat-based contingency evaluations. We posit that these evaluations will be necessary for the 
future paradigm of grid operation resiliency against cyberthreat-induced contingencies. 
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